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Abstract

Software development has, to a large extent, become synonymous with using readymade blocks
of code in the form of third-party components, like libraries and frameworks, to build applications.
All code may include weaknesses that may be exploited by criminals and script kiddies, potentially
causing harm to both corporations and people. Third-party components, too, may include
weaknesses, but in the case of such a vulnerability being exploited, the effects could be even more
critical since popular components may be used in thousands of applications. There are several
types of vulnerabilities and one of them is called prototype pollution. This is a JavaScript specific
vulnerability that has been found in many well-used third-party components in the last years.
However, it has not been the subject of much research. This thesis investigates the risks of using
third-party components when developing software with a focus on web applications by conducting
a literature survey. It also includes a case study of the prototype pollution vulnerabilities found in
recent years and what mitigation techniques have been proposed by both academia and the
industry.

Keywords — third-party, framework, software, development, vulnerabilities, security, risk,
prototype pollution, JavaScript.
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I Introduction

Today, we live our lives to a wide extent on the internet [1]. We use it to shop, pay our bills, chat
with friends, entertain ourselves with videos and music — all of which is made possible through
web applications [2]. Kumar Lala et al. [3] describe a web application as a software program that
resides on a server and is used over the internet, usually through a browser interface. It often
consists of three main parts: the front-end, the back-end, and a database. The application is
written in a browser-supported language, like HT'TP, PHP, Java, JavaScript or C#.NET [4].

Using third-party components, both open-source and closed source, when developing software
has become a common way of working, according to both academia and the industry [5]—[9],
and a large number of these components contain security-related vulnerabilities [4], [8]—[11]. A
third-party component can be for example a library or a framework that is added to a project to
use a specific functionality without having to write that code oneself. This saves time and money
since one does not have to reinvent the wheel but can use code that already exists. Packages,
frameworks, and libraries are often structured in a package ecosystem and distributed through
package managers. Different programming languages have different ecosystems and package
managers. Some examples are Maven for Java, Composer for PHP, NuGet for .NET, PyPI for
Python and npm for JavaScript [12]. When developing web applications there are a vast number
of frameworks and libraries one can use, for example jQuery (for handling front-end JavaScript
code) [13], Apache Struts (an MVC framework for writing web applications) [14], and Lodash
(for writing more concise and more maintainable JavaScript code) [15]. However, adding these
components to a project also adds code that may include vulnerabilities that can be exploited.

In late 2021, a vulnerability called Log4Shell! was found in the open-source Java logging
framework Log4j. By exploiting this vulnerability, attackers could for example execute code to
take control over servers, gain access to private information, and launch Denial of Service (DoS)
attacks. Another critical vulnerability was the one in the Apache Struts 2 framework for web
applications, that caused a breach in the company Equifax’s servers resulting in millions of their
customers’ private information being exposed to the public [16]. The JavaScript specific
vulnerability prototype pollution is a relatively newly discovered type of vulnerability [17], [18]
and has been found in several well-used components such as Lodash and jQuery.

When vulnerabilities in components are compromised, they may for example risk the economy
or reputation of companies or the privacy of people. Personal information concerning users is
stored and transmitted between back-end and front-end in web applications, and if this
information is compromised there may be a threat to the users’ confidentiality or integrity. There
may be economical consequences to a company if their systems are hacked. An attacker could get
a hold of credit card numbers or bank account numbers that may be used to transfer money from
the company or its customers. Another scenario is that the company loses its customers if they feel
uncertain of the company’s security level, this too causes the company to lose money. In this case
there is a risk that the company also loses its reputation. If a vulnerability exists in an applications’

!https://nvd.nist.gov/vuln/detail/ CVE-2021-44228 [Accessed 2022-04-12]



code, there is a risk that this will be exploited, and the users of this specific application may for
example lose private information to the exploiter. If the vulnerability is found in a third-party
component all applications using this component and all their users are now at risk of losing
information [1], [8]. Vulnerable open-source packages included in the codebase was a problem
in all the industry sectors investigated by the security company Synposys [9]. The sectors included
transportation, financial services, internet of things, retail and e-commerce, telecommunications,

healthcare, and enterprise software.

The security company Snyk released a report on vulnerabilities in open-source software in 2020
[8]. The data in the report came from Snyks vulnerability database as well as from projects
monitored by Snyk, and from a survey of over 500 industry professionals. As seen in the diagram
(Figure 1), the number one vulnerability in open-source software packages, between 2014 and
2019, was cross-site scripting (XSS), which can be categorized as an injection attack. XSS has
been in the top three of the Open Web Application Security Project (OWASP) Top 10 list of the
most critical vulnerabilities for web applications, since the first list was released in 2003 [8]. In the
most recent Top 10 list, from 2021, XSS was included in the category Injection which was number
three on the list.

@ 2014 @ 2015 2016 ® 2017 2018 @ 2019

Code Execution . - - 623
Denial-of-Service - - . 619
Information Exposure . l . 465
Directory Traversal I - l 460
Malicious Packages . - 307
Access Restriction . l I 240
Bypass
CSRF I I l 227
XXE I I I 221

Authentication Bypass I I I 134
0

250 500 750 1000 1250

Figure 1. Vulnerabilities 20142019 by Snyk. (Figure adopted from Snyk [8])

According to the Data Breach Investigations Report from 2021 by Verizon [19], attacks against
web applications were the top most reported type of attack against industries in Europe, Africa,
and the Middle East. Out of 5379 reported incidents, around 60% were attacks against web
applications. However, these attacks did not only exploit vulnerabilities in the code but for



example also included phishing methods to get hold of credentials used to access the applications.
The vulnerabilities with the most reported cases are not necessarily the ones that have the highest
impact on projects. Snyk [8] states that even though XSS vulnerabilities were the ones with the
highest number of reported cases (around 230), they only had an impact on around 30.000
projects. The 25 prototype pollution vulnerabilities found impacted almost 120.000 projects since
they were present in much more commonly used frameworks. Third-party components that are
widely used may be at a higher risk of attacks [8].

Web applications are widely used, often handling data that has value to both individuals and
companies. The applications may be vulnerable to a lot of different types of attacks and, as they
are often created using third-party components, the aspect of how these components may affect
the security of the applications needs to be considered. This is an important issue according to
both academia and the industry. This thesis focuses primarily on one type of attack, prototype
pollution, that has had a big impact on projects when found in popular third-party components.
As injection attacks are very common and have been so for many years, there is still a need to
investigate this type of vulnerabilities. Since the prototype pollution vulnerabilities have only been
the focus of a few research articles there is a great need for more research.

1.1 Aims and motivation

As the use of third-party components in software development is becoming very common, the
issue of their security deficiencies is a subject that needs to be investigated in more depth. Critical
vulnerabilities in widely used components have been found both recently and in the past, and the
consequences of these vulnerabilities may cause harm to both individuals and companies. A
vulnerability found in a single application may affect a lot of users, but a vulnerability found in a
third-party component may affect thousands of applications and all their users. With this thesis I
aim to point out the most critical points of using third-party components with a focus on web
application development. This may be used to make software developers aware of how the
security of their applications may be affected by using third-party components.

Both the industry and academia point out that not enough research has been conducted on the
vulnerability category prototype pollution. Thus, this will be the main focus point of this thesis.
Mitigation techniques for such vulnerabilities have been proposed both in research articles and
by the industry, but the available techniques have, to my knowledge, not previously been
summarized and categorized. This will be done in this thesis, in order to give an up-to-date picture
of the mitigation strategies available as well as to highlight what types of techniques could be the
focus of future research.

1.2 Delimitations

Software may be vulnerable to many different types of attacks and exploits. This thesis will
primarily focus on one category of vulnerabilities, injection vulnerabilities, and specifically on
prototype pollution which, up to this date, has not been the subject of much research.

1.3 Research questions

Based on the discussion in the aims and motivation section, the following research questions were
formed. The first one concerns the general risks of using third-party components in web



application development, and the second focuses on a specific type of vulnerability and the
techniques that may be adapted to mitigate the risks connected to it.

e RQI1: What are the security risks of using third-party components for developing web
applications?

e  RQ2: How can the risks of prototype pollution attacks be mitigated?

By answering these questions, I hope to spread knowledge of the vulnerability type called
prototype pollution and bring understanding of how software may be affected by using third-party
components when developing. This may be of great importance to both developers, security
experts and project managers.

1.4 Outline

The structure of the thesis is as follows. Chapter 2 provides background information about key
concepts used in the thesis. Chapter 3 includes related work and previous research made on the
topic. Chapter 4 presents and discusses the research methods used for this thesis. In chapter 5 the
results of the research are presented. Chapter 6 discusses the findings and chapter 7 holds the
conclusions of the research and suggestions for future research.



2 Background

This chapter describes some basic concepts of computer security and relevant terms used in the
discussion of software vulnerabilities. This gives the reader a better understanding of the subject
for the rest of the thesis. Section 2.1 describes computer security-related concepts, like risk and
vulnerability, and how they are connected. Section 2.2 gives background on how vulnerabilities
are classified and rated. The OWASP Top 10 list is described in section 2.3. Section 2.4 explains
the vulnerability category Injection and gives examples of such attacks. Section 2.5 describes the
prototype pollution vulnerability. Section 2.6 includes a range of well-known vulnerabilities that
have been found in third-party components.

2.1 Computer security concepts

This section describes common concepts of computer security.

2.1.1 Vulnerabilities

Gollmann [2] describes vulnerabilities as “weaknesses of a system that could be accidentally or
intentionally exploited to damage assets.” Assets in an I'T system may include software, hardware,
and data. Schultz et al. [20] define a vulnerability as “a defect, which enables an attacker to bypass
security measures.” A vulnerability can be a program with a known flaw, using a default password
or having weak access control settings on a resource. Vulnerabilities have different criticality
depending on what the outcome would be if an attacker exploits the weakness. A vulnerability
that gives access to a system account is more critical than one that gives access to an unprivileged
user account [2] since it may cause greater harm. Vulnerabilities in a third-party component may
affect all the applications using this component.

2.1.2 The CIA Security Model

CIA is, in a computer security context, short for Confidentiality, Integrity and Availability. This term
is a frequently used way of describing how information technology may be compromised, and
thus what to prevent with security enhancing techniques. Confidentiality means the prevention of
unauthorized reading of data. The words privacy and secrecy are closely tied to confidentiality.
An unauthorized user should for example not be able to read secret data about other users [2].
The data should be kept secret both when stored and during transfer [21]. Integrity stands for the
prevention of unauthorized manipulation of data. A user should not be able to manipulate the
data of another user if they are not authorized to do so. Confidentiality is about reading data, and
integrity is about writing data. Availability entails the prevention of unauthorized withholding of
information. That is for example attacking a system with a DoS attack to make it unavailable to
its users [2]. When software includes a vulnerability, it may be exploited by an attacker, which
may lead to confidentiality, integrity, and availability being compromised.



Confidentiality Integrity

Availability
Figure 2. The CIA triad.

2.1.3 Risk

A risk may be described as “a possibility that some incident or attack can cause damage to [an]
enterprise” [2]. It may also be described as “the likelihood of a threat source exploiting a
vulnerability and corresponding business impact” [21], where a threat is defined as “any potential
danger that is associated with the exploitation of a vulnerability” [21]. When business managers
talk about security, they often talk about risks. When information is not stored securely, there is a
risk that the business will lose its reputation or must pay high fees due to regulations like GDPR
(General Data Protection Regulation). When a vulnerability is exploited by an attacker there is a
risk that information confidentiality, integrity or availability is lost [22]. As stated, risks may
impact economy and privacy, but also safety. A hospital may use connected devices for injecting
medicines or monitoring patients. The patients’ safety could be at risk should these systems be
compromised. Raggad [23] claim that only addressing CIA is not enough and that when talking
about managing risks we also need to take into consideration the security goals authentication and
non-repudiation. Authentication means to verify that a user/threat agent/system is who they state
to be. This may be using a username and password, smart cards, or biometrics. Non-repudiation
means there should be “unforgeable evidence that an action occurred” [2]. If a transmission of
data is made, the sender should not be able to deny sending the data, and the receiver should not
be able to deny receiving it [23].

The process of risk management has been described by Wolke [24] and includes steps like risk
identification, risk measurements and risk analysis. It is a dynamic process where one looks at
what risks may occur, the probability of them occurring and what impact they will have if they
do, and how to handle these risks. When measuring risks, one may use quantitative or qualitative
procedures. Quantitative measurements contain figures that are calculated based on prices, rates
et cetera. Qualitative measurements may instead categorize risks and assign them values on an
arbitrary scale, such as important, very important and critical. The measurements are analyzed to see
if the risks need to be handled and how to prioritize them [24].

9.9 CVE, CWE, and CVSS

CVEs and CWEs are identifiers describing vulnerabilities and weaknesses in a software or
hardware component. CVSS is a score of how severe a vulnerability is considered. CVE stands



for Common Vulnerability and Exposures. The CVE Program was launched in 1999 [25] by the
MITRE corporation [26] and was at first thought to be a logical bridge that could link
vulnerability-related databases and concepts. It then grew into a cooperative, international, cross-
industry standardized list of vulnerabilities and exposures [25]. Today the MITRE corporation
[26] says that the CVE Project “works to identify, define and catalog publicly disclosed
cybersecurity vulnerabilities” [27]. The goal of using CVEs 1s, according to the GVE Project, to
“make it easier to share data across separate vulnerability capabilities (tools, repositories and
services) with this ‘common enumeration’.” Using CVEs to share information about known
vulnerabilities and exposures among companies, organizations, and security experts has now
become a standard [28]. As new vulnerabilities are discovered, they are assigned a record in the
vulnerability catalog by organizations around the world that have partnered with the CVE
Program. The vulnerability is described and named, and it is defined only once in a standardized
way [22]: a GVE named “CVE-1999-0067” was found in the year 1999 and was the 67t
vulnerability named that year [25]. The exact definitions of the vulnerabilities are not described
to prevent attackers from getting detailed information that might be used for attacks [29]. This
list of vulnerabilities is one of the largest publicly available sources of such information [28]. A
well-known database that provides information connected to CVEs, like mapping them to CWE
names, is the National Vulnerability Database (NVD) hosted by the National Institute of
Standards and Technology.

The Common Weakness Enumeration (CWE) database is also maintained by the MITRE
Corporation. A weakness is something that expose a system and makes it vulnerable to attacks
[22]. A CWE identifies and describes a weakness in software or hardware. This information may
be especially useful for developers, helping them to avoid known security flaws [22]. CWE
identifiers are linked to each vulnerability in the CVE database. The CVE-2021-44228,
concerning one of the vulnerabilities found in Log4j, is linked to the CWEs 20 (Improper input
validation), 400 (Uncontrolled resource consumption) and 502 (Deserialization of untrusted data).
These are the weaknesses that cause the vulnerability. The categories in OWASP Top 10 include
CWE:s in their description.

CVSS, or Common Vulnerability Scoring System, is a framework for quantifying and assessing
the impact of software vulnerabilities, conceived by the US National Infrastructure Assurance
Council [30]. Its purpose is to create standardized scores that can represent the impact of
vulnerabilities. A vulnerability that has a high impact on resources and is easy to exploit gets a
higher CVSS score. The CVE-2021-44228 regarding the vulnerability in Log4j found in
December 2021 1s seen in Figure 3, where it has received the highest CVSS score of 10.0. In this
thesis these identifiers are used when describing different disclosed vulnerabilities.



Vuln ID ¥ Summary @ CVSS Severity &[o

CVE-2021-44228 Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security releases 2.12.2,2.12.3, and V3.1:
2.3.1) JNDI features used in configuration, log messages, and parameters do not protect V2.0: -

against attacker controlled LDAP and other JNDI related endpoints. An attacker who can
control log messages or log message parameters can execute arbitrary code loaded from
LDAP servers when message lookup substitution is enabled. From log4j 2.15.0, this
behavior has been disabled by default. From version 2.16.0 (along with 2.12.2,2.12.3, and
2.3.1), this functionality has been completely removed. Note that this vulnerability is
specific to log4j-core and does not affect log4net, log4cxx, or other Apache Logging
Services projects.

Published: december 10, 2021; 5:15:09 fm -0500
Figure 3. A CVE for one of the vulnerabilities in Log4j in the NVD.

2.3 The OWASP Top 10

OWASP is a nonprofit foundation that works to improve software security [31]. The OWASP
Top 10 [32] Lists the ten most critical security risks to web applications. Top 10 lists have been
published about four years apart, and at the time of writing the most recent one was released in
2021. The list is created by both analyzing data that is submitted by organizations and the public,
and by the results of a community survey [32].

The OWASP Top 10 list of 2021 consists of the following items:
Broken access control
Cryptographic failures
Injection
Insecure design
Security misconfiguration

1

2

3

4

5.

6. Vulnerable and outdated components

7. Identification and authentication failures
8. Software and data integrity failures

9. Security logging and monitoring failures
1

0. Server-side request forgery

As the new OWASP Top 10 list was published in 2021, the former category Cross site scripting
(XSS) had been included in the category Injection, instead of being a category in its own right. As
mentioned earlier, injection attacks and XSS have been on the Top 10 list since it was first released
in 2003 [8]. It is thus a very common type of vulnerability that is still present today. The injection
category includes CWEs such as CWE-20 (Improper input validation), CWE-116 (Improper
encoding or escaping of output), and CWE-138 (Incomplete list of disallowed inputs).

2.4 Injection attacks

Injection attacks that manipulate input mainly occur via the application interface [4] but may also
use the query string in a URL [33]. Both the vulnerability in the Apache Struts 2 framework that
caused the Equifax breach and the Log4Shell vulnerability, as well as the prototype pollution
vulnerabilities in jQuery and Lodash, are examples of injection vulnerabilities. Some examples of
injections are SQL, NoSQL, OS command, XSS, Object Relational Mapping (ORM),
Lightweight Directory Access Protocol (LDAP), prototype pollution, and Expressions Language
(EL) or Object Graph Navigation Language (OGNL) [32][8]. An application is, according to



OWASP [32], vulnerable to injection attacks when user-supplied input is not validated, filtered,
or sanitized. Also, if dynamic queries or non-parameterized calls without context-aware escaping
are used directly in an interpreter, as well as if hostile data is used within ORM search parameters
to extract additional, sensitive records [32].

As user input in different forms can include hostile code, applications should always check the
input before use. However, a very common weakness in web applications is the lack of input
validation. When a user enters a username or search word in the application interface, the back-
end layer needs to check this input before it is used to get information from the database. If not,
an attacker may, for example, inject SQL that enables them to get a hold of information from a
database they are not authorized for [1]. XSS is another very common type of vulnerability where
the attacker injects a malicious browser-side script that is executed if a user visits a site. This may
let the attacker steal session identifiers which may lead to session hijacking [8]. A more recent type
of vulnerability is prototype pollution, where the attacker injects a JavaScript object prototype
with properties. This may lead to an escalation of privilege for the attacker, which may allow
actions that compromise confidentiality and integrity, or that the attacker can change functions
in the prototype that cause the application to crash, which affects the availability [17], [18], [34].
This vulnerability 1s specific for JavaScript and may affect web applications. Itis described in more
detail in the next section.

2.5 Prototype pollution

Though XSS and SQL injection may be the vulnerabilities with the highest number of reports in
the past years, a lesser-known type of injection attack called prototype pollution has had a large
impact on software projects [12]. This type of vulnerability has been found in some very popular
packages, like the front-end JavaScript library jQuery, and Lodash, a JavaScript utility library
[35][8]. Both academia and the industry believe that not enough research has been conducted on
the subject [8], [17], [36].

Prototype pollution is a type of injection attack that targets JavaScript runtimes. JavaScript is a
prototype-based programming language, which means that it uses a prototype as a base for its
objects. When creating an empty object, const obj = {}, the object has attributes and
functions defined for it, even though it is empty. These attributes and functions are defined in
Objects prototype. When other object-oriented languages, like Java, uses classes as blueprints
and inheritance for defining implementations of functions and attributes, JavaScript uses
prototypes. Each object holds a pointer to its prototype object and inherits its properties [37].
When calling a function for the object, JavaScript first checks if the function has an
implementation in the given object; otherwise it will call the definition made in the prototype of
the object. If the function is not found there, the prototype of the prototype will be called until the
prototype is null. This is called the prototype chain (Figure 4) [38]. One can access the prototype
via the attribute __proto__ or by calling the prototype property on a constructor using the dot
notation (obj.__proto__) or with square brackets (obj[__proto__]) [18]. If we, as in the
earlier example, create an object using { }, this is equal to writing new Object( ). AllObjects
share the same prototype. By changing attributes and methods in the prototype, all objects that
share this prototype are affected [39]. A prototype may be modified at runtime [18]. An exploiter
may take advantage of this by for example sending HTTP requests that modify attributes of
objects. This may lead to an escalation of privilege, if for example setting a role attribute to admin,



which could lead to compromise of confidentiality or integrity, or compromising the availability
of the application if a change is made to a function which makes the application crash [18], [34],

[39]-[41].

__proto___ __proto__ __proto__
Banana Fruit null

Figure 4. A prototype chain.

To create a class in JavaScript one starts with defining a function. This function will serve as a
constructor for the class. If we do not define a new function, but just create an object using { }, it
will inherit the prototype of the class Object. Some of the default properties in a prototype are
constructorand__proto__.The constructor property returns the function used to create
the object. The property __proto__ returns the prototype of the objects class. Arteau [18] states
that this 1s not a standard way of working in JavaScript but that it is fully supported in the Node.js
environment. The prototype of Object also includes functions like toString and valueOf.

So how might the prototype be attacked? If the application for example has an object lookup and
assignment following this structure: obj[keyl][key2]=val and the values keyl, key2 and
val are controllable by the attacker through some input, they may be replaced with
obj["__proto__ "]["prop"]="polluted". This would add the property prop under
Object.prototype. If a vulnerable JavaScript later accesses an undefined property prop for
anotherObj via another0Obj.prop, the property lookup will go through the prototype chain
and return the value "polluted" as defined by the exploiter [18], [42].

Other vulnerable situations are when two objects are to be merged or when a function recursively
sets nested properties [34], [38]. A security researcher at the company Securitum, Michal
Bentkowski [38], gives an example of how the JSON. parse( ) function may be used to pollute
a prototype with recursive merging. JSON.parse( ) is used to create an object from JSON
formatted input. When creating an object with const objl = { _ proto__ : 123 } acall
to obj.__proto__ will return the prototype of the object. However, when creating an object
with const obj2 = JSON.parse('{"__proto__ ": 123}'), calling obj2.__ proto__
returns 123. JSON. parse handles the __proto__ property differently from ordinary JavaScript.
If this is used when merging objects, problems may occur. Bentkowski [38] exemplifies this by first
creating the following objects:

objl = {}

obj2 = JSON.parse('{"__proto__ ":{"x":1}}")

He then explains the steps of merging these two objects. With recursiveMerge(objl, obj2)
all properties of obj2 will be iterated over to see if they exists in obj1. If a property exists, a
merge operation will be performed on this property, and if a property does not exist, it will be
copied from obj2 to obj1. In the example above, when looking at the property __proto__ of
obj2, we see that objl._ proto__ does exist and a merge is done on this property. This is
done by iterating over obj2.__proto__ which includes the property x. This does not exist in
objl._ proto__ so an assignment is made, obj1l.__proto__.x = obj2._ proto__ .x.
Since objl._ proto__ points to Object.prototype, the prototype has now been polluted
[38]. Arteau [18] describes the merge using the following pseudo code:

10



merge(target, source)
foreach property of source
if property exists and is an object on both the target and the
source
merge(target[property], source[property]
else
target[property] = source[property]

These types of vulnerabilities, as well as other injection-related vulnerabilities, have been found
in several third-party components throughout the years. Some of these are presented in the next

section.

2.6 Known vulnerabilities in third-party components

This section describes some well-known injection vulnerabilities in widely used third-party

components.

2.6.1 OpenSSL — Heartbleed

There have been several severe vulnerabilities in popular, well-used frameworks. One example is
Heartbleed [43]. This was a vulnerability in OpenSSL, an open-source library, where an
extension to the TLS protocol was designed to let users know that they were connected, and that
all was working well in the TLS layer. By sending a packet that held an arbitrary payload and a
field holding the length of the payload, the response should contain an exact copy of the payload.
This functionality was enabled by default. However, the response received was actually holding a
block of memory the size of the number written in the payload length field and not the payloads
actual size [43]. An illustration of how this could be exploited is shown in Figure 5.

HOW THE HEARTBLEED BUG WORKS:

Jsor Mog wants these 6 letters: FOTATO.

r Mog wents these 00 letters: HAT.

Figure 5. The Heartbleed bug illustrated by xkcd (Randall Munroe) [44].
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2.6.2 Apache Struts 2 — The Equifax breach

Another vulnerability is the one in the web framework Apache Struts 2 that caused the Equifax
breach [16], [45]. In 2017 The US-based credit card reference agency Equifax reported that the
personal data of over 145 million customers had been exposed by hackers, due to a vulnerability
in the Java web framework Struts 2. This framework is used to build web applications and it is
widely used by large enterprises [45]. The vulnerability included a weakness that let the attacker
“execute requests to an Apache web server and [provide] an easy way to take control of sensitive
sites” [16]. This vulnerability was a huge threat to confidentiality. Struts 2 contains a library called
OGNL which was the part being exploited in this vulnerability. OGNL has also been the cause
of other vulnerabilities in the Struts 2 framework [45].

2.6.3 Log4j — Log4Shell

In late 2021 a vulnerability in the open-source Java logging framework Log4j was reported?. It
was called Log4Shell and was categorized as CVE-2021-442283 with the highest CVSS of 10.0.
The vulnerability lets exploiters abuse a feature that allows users to specify custom code for
formatting. This feature can, however, be used to do remote code execution by adding a malicious
text in an HTTP header or a POST form request. In the popular game Minecraft, which uses
Log4j, an attacker could add this malicious code to the chat or console for it to be added to the
logger and then executed. This may give the exploiter the ability to steal sensitive information,
take control of a targeted system, launch a DoS attack, and spread malicious content to other
users*. Thus, this vulnerability is a threat to both confidentiality, integrity, and availability. Log4j
is incorporated into several popular frameworks, including Apache Struts 2, which make these

frameworks vulnerable as well.

2.6.4 jQuery and Lodash — prototype pollution

Prototype pollution is a type of vulnerability that has received less attention than it deserves. In
2018, 2019 and 2020, prototype pollution vulnerabilities were found in the much-used
frameworks jQuery and Lodash. When jQuery was found vulnerable, it was used in 74% of all
websites, according to Snyk [34].

To conclude, software might include vulnerabilities that may be exploited to gain access to data,
manipulate data, or crash servers so that users cannot get access to systems or information. When
this happens, the confidentiality, integrity, and availability can be compromised. This may for
example risk the economy and reputation of companies and the privacy or safety of people. There
are several types of attacks that may exploit vulnerabilities in software. One of the aspects that
needs to be considered when discussing application security is the fact that today, most developers
use third-party components when developing these applications. These components may include
vulnerabilities that put the security of the application at risk. We have seen examples of different
components where various types of vulnerabilities caused harm to people and companies. The
vulnerabilities can be classified and rated using identifiers like CVE and CWE, and scales like

2 https://edition.cnn.com/2021/12/15/tech/log4j-vulnerability/index.html [Accessed 2022-03-23]
3 https://threatpost.com/zero-day-in-ubiquitous-apache-log4j-tool-under-active-attack/ 176937/
[Accessed 2022-02-28]

* https://theconversation.com/what-is-log4j-a-cybersecurity-expert-explains-the-latest-internet-
vulnerability-how-bad-it-is-and-whats-at-stake-173896 [Accessed 2022-03-23]
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CGVSS. Both the industry [8], [9], [12], [32] and academia [17], [18], [42] point out that injection
vulnerabilities are very common, and that prototype pollution is a subcategory that has not been

given enough attention in research.
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3 Related research

The following section discusses related research. It also describes how the research in this thesis
differs from earlier research. Section 3.1 presents research conducted on the use of third-party
components and the risks connected to using them. In part 3.2, research on the injection
vulnerability called prototype pollution is presented.

3.1 Developing with third-party components

A lot of research, such as [5]—[7], [46], [47], has looked at the risks of using third-party
components in software development from different perspectives. Pashchenko et al. [46]
investigated how software security is handled today, when most of the software is developed using
third-party components. By using third-party components developers partly hand over the
responsibility of the software’s security to the developers of those components. This brings a need
to adjust how security should be handled in all parts of the development chain [46]. Aborujilah et
al. [1] looked at built-in security features in third-party components that may help developers with
secure coding. They looked at the provided security features to address broken authentication,
SQL injection, cross-site request forgery (CSRYT), and cross-site scripting (XSS) in five popular
web frameworks. The frameworks were chosen across five of the most popular languages for
software development: Laravel (PHP), Django (Python), Spring Boot (Java), Ruby on Rails (Ruby),
and ASP.NET Core (C#). Most of the frameworks had built-in security features to handle all the
suggested attacks, but the authors conclude that the developers also need to follow the frameworks
best security practices for them to be fully secure [1].

Researchers [7], [47] looked at whether popular software can be considered more secure than less
popular ones. Popular third-party components tend to be chosen by developers with the hope that
this software is more trustworthy and therefore secure [6]. The results of the research however
showed no correlation between popularity and security [7]. One of the issues of using third-party
components is that the developers using them tend to be slow at updating their dependencies [5],
(6], [48], which may lead to software with vulnerable components. Researchers have looked at
known vulnerabilities in third-party components, like Fujimoto et al. [49] who investigated
OGNL vulnerabilities in the Apache Struts 2 framework and Carvalho et al. [43] who explored
Heartbleed in OpenSSL.

This thesis collects the findings of several research articles as well as industry reports and the
OWASP Top 10 list to give a wide picture on what the risks are of using third-party components
when developing. One type of vulnerability that has not been given much focus in research is
prototype pollution. The research articles found on this subject are presented in the next section.

3.2 Prototype pollution

Arteau [18] was one of the first to suggest a method of finding prototype pollution vulnerabilities
in npm packages. Li et al. [36] and Kim et al. [17] also developed tools for finding prototype
pollution vulnerabilities. Li et al. [36] designed an object lookup analysis and proposed a graph
structure called Object Property Graph (OPG) to detect prototype pollution. They also
implemented a framework called ObjLupAnsys, to generate OPG, perform static object lookup
analysis, and detect server-side prototype pollution vulnerabilities. This framework found 61
exploitable prototype pollution vulnerabilities in as many Node.js packages [36]. They also found
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packages that were indirectly vulnerable since they included another package with a vulnerability.
When the indirect package used a vulnerable function in the included package and could control
the parameter related to the vulnerability, the indirect package was considered indirectly
vulnerable. Li et al. [36] claim that the tool called DAPP suggested by Kim et al. [17] has a high
number of false negatives and false positives since it cannot handle recursive calls, object lookups,
and constraints. Some things that speak against Arteau’s [18] method, according to Li et al. [36],
is that even though it has a low number of false positives, the method may not find all the
vulnerable code. A full installation of the target package, including all its dependencies, is also
needed to test it. Kim et al. [17] point out that the method uses pre-defined input which made it
miss packages that were found vulnerable by Kim et al.’s [17] tool and that Arteau’s tool detects
the vulnerabilities by executing functions, which could affect the analysis tool.

Kang et al. [42] focused on possible consequences of prototype pollution. They present a
measurement of client-side prototype pollution vulnerabilities and their consequences in one
million websites. The measurement is called ProbetheProto. The authors point out three
consequences of prototype pollution. The website exploited may be exposed to XSS where the
exploiter injects a third-party script into the website. This could be to set the onload (an event
that is triggered when an object has been loaded) or onerror (an event that is triggered when an
error occurs while loading a file) attributes of an HTML element to inject scripts. It may also be
exposed to storage or cookie manipulation where the attacker injects values into a cookie with
keys used for further attacks, such as session fixation. The third consequence mentioned by the
authors is URL manipulation, where the attacker controls the query strings of a URL. This may
then lead to phishing and parameter pollution attacks, which in turn may cause confidentiality,
integrity and availability being compromised.
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4 Research methodology

This section describes the research methods used to answer the research questions of this thesis,
as well as discusses alternative methods.

4.1 Literature survey

To answer RQ1 a literature survey was conducted. Surveys are widely used in the field of
information system research [50] and may include gathering data via questionnaires, interviews,
or observations. A literature survey examines printed and online published documents, and such
a survey is what was made for this thesis. A survey may be replicated, in this case the same articles
used for this thesis may be studied again in further research [50].

The publications chosen for this study were primarily found via the search portal LibSearch,
including publications from SpringerLink, IEEE Xplore, and ACM Digital library amongst
others. Searches were also made through Google scholar. The sampling technique for finding the
articles chosen was non-probabilistic and the articles were chosen purposively [50]. Some of the
articles were found through snowballing, meaning that they were found in the reference list of the
other articles. The aim was to find articles discussing the different security risks that occur when
using third-party components. A list of related terms was formed which included: third-party,
framework, software, code, vulnerability, vulnerabilities, insecure, risk, web, open-source. These

terms were used to form the following search terms:

Third-party AND software AND vulnerab*

Third-party AND code AND vulnerab*

Third-party AND framework AND vulnerab*

Vulnerabilities OR vulnerability AND framework AND software
Software AND framework AND vulnerab* OR insecure
Software AND third-party AND vulnerab* OR insecure
Open-source AND software AND vulnerab*

Third-party AND risk AND vulnerab*

Vulnerab* AND web AND software

L PN N

The articles chosen from these searches were primarily published between 2017 and 2022. Articles
found through searches were chosen by looking at the title, abstract and conclusion to decide if
they were relevant for this work. In the articles that were considered relevant the introduction was
then read to further analyze whether the material included results that was of interest for this
thesis. Articles that discussed subjects related to the following topics were chosen:

1. How third-party components are used in software development
2. The risks of using these components
3. Vulnerabilities found in third-party components

Also, articles investigating specific vulnerabilities were chosen. Industry reports and the OWASP
Top 10 list were studied as well, as these give an up-to-date insight into the software industry and
the problems faced by developers today. The industry reports included lists of the most common
and critical vulnerabilities. These were compared to the OWASP Top 10 list.
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4.2 Case study

To answer RQ) 2 a small case study was made. A case study is conducted when a researcher wants
to look at a specific instance of the area that is investigated. By studying this instance in depth, the
researcher obtains a rich and detailed insight into this case [50]. Unlike experiments, a case study
does not test hypotheses, but by studying a specific instance one might generate knowledge that
may be relevant in other situations [50]. The instance studied is examined in its natural

environment and not in a laboratorial setting.

In this thesis I focus on a specific type of injection vulnerability called prototype pollution. This
was Investigated by studying research articles, industry reports as well as vulnerability databases
in order to find out how one can prevent these types of vulnerabilities. Three cases of prototype
pollution vulnerabilities in third-party components were chosen, and the mitigation techniques
for these were studied and compared to the ones suggested by researchers and the industry.

4.3 Methodology discussion

An alternative method that was considered for this research was to make an experiment. Oates
[50] states that in academic research, an experiment is a strategy to investigate cause and effect.
The purpose is to analyze if there is a correlation between a factor and an observed outcome.
Stating that “factor A causes B” is called a hypothesis and this hypothesis is tried to see if there is
a proved causal link between the factor and the outcome [50]. One of the challenges with
experiments is that setting up the test environment in such a way that the results are not affected
by circumstantial factors is very hard. A researcher cannot state that the hypothesis is supported
if the experiment has been influenced by other factors [50], [51]. Such an experiment was beyond
the scope of this project.

The results of the study will be analyzed qualitatively. Quantitative analyses depend on numerical
data and the results are analyzed mathematically. Qualitative analyses on the other hand may
look at results collected by other researchers and form new theories based on those results [52].
The research questions in this thesis will be answered by qualitatively analyzing the work in earlier
research and industry reports.

As this thesis focuses on software security there may be ethical concerns. During the work on this
thesis, no attempts to exploit the vulnerabilities described in the research material were made.
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5 Results

This chapter describes the results found. Section 5.1 discusses the results of the literature survey,
while section 5.2 presents the results of the case study.

5.1 Results of literature survey

This section describes the results of the literature studied for the literature survey.

5.1.1 The use of third-party components in software development

Developers today rely heavily on third-party components like frameworks when creating new
software. Pashchenko et al. [46] looked at software security approaches in software development
in what they call the MOSS era. MOSS stands for Multi-party Open Software and Services and
describes the current state of software development. A number of changes in the development
world have led up to this. The DevOps way of working has led to a fast-paced way of developing
software with quick changes. Working in agile teams has led to a more democratized way of
developing where teams are often cross-functional and may lack central oversight of the project.
The authors [46] introduce the term MOSS Prosumer to describe a developer who not only
creates their own code but also consumes the code of others. The issue with this is that the software
thus is in constant change and that the changes often are made by different people in different
organizations. Pashchenko et al. [46] state that most software security techniques today focus on
in-house development. However, since development is now relying on third-party software to such
a wide extent, the security problems are moving to external components and libraries. It might
not be enough for the developers to have secure coding skills, but they need to take responsibility
for security integration and maintenance of the third-party components used. The authors [46]
suggest some ways of improving security in these types of projects by integrating security
techniques into the different stages of the development.

In the software engineering community, there is a belief that popular software tends to be more
secure and bug-free since it is expected to be better-developed and more tested [7]. When
developers are to choose what third-party component to use, they tend to choose the popular ones
[7][6]. However, there are several examples of popular third-party libraries and frameworks that
have included severe security issues, like Apache Struts 2, Log4j and jQuery mentioned
previously. Research made by Siavvas et al. [7] showed that there was no evidence that the
popularity of the software products predicts how secure they are. The researchers saw a weak

correlation between popular libraries and a larger number of vulnerabilities.

Roberts and Ellman [4] investigated security issues for web-based frameworks. They concluded
that a vulnerability found in one web framework could be used to find a similar vulnerability in
another, equivalent framework. The authors tested the frameworks ASP.NET, Ruby on Rails and
Cake PHP by making three applications that were attacked with XSS using JavaScript injection,
XSS with HTML object tag insertion, and session hijacking. The XSS attack with JavaScript
succeeded in all the applications, and JavaScript code could be injected into a web page before
the page was rendered. The XSS attack with HT'ML object tag succeeded for two out of the three
applications. Similarly, for the Session hijacking attack, a second installation of the applications
was used to generate a session key that could be used to gain access in the first applications. The
OGNL vulnerabilities in Apache Struts 2 were investigated by Fujimoto et al. [49]. They claim
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that since Struts 2 is an open-source framework, the code is public and changes in it are therefore
easy to find. If a vulnerability is discovered, the exploit of it may quickly spread before

countermeasures are implemented.

5.1.2 Updating third-party components

A key aspect to keep an application using third-party components secure is to update its
dependencies when needed. Wang et al. [5] looked at how third-party libraries were used and
updated in open-source Java projects on GitHub. They found that a majority of the projects used
older versions of libraries and that libraries were often not updated until a month after the release
or later. By looking for known vulnerabilities and in what versions of libraries these vulnerabilities
were found, they examined how many of the projects used versions of libraries with known
vulnerabilities in them. This happened to be more than half of the projects. Two-thirds of all the
library releases included some sort of security-related bug [5]. As it was so common, Wang et al.
[5] mean that this points to the large potential of risks when using third-party libraries.

Plate et al. [6] also state that when an update for a library is released, developers tend to be rather
slow at updating. An update including a lot of bug fixes may increase the chance that the developer
makes the update more quickly. If the update includes changes to the library API, the chances
decrease, according to Bavota et al. [48]. In the research of Backes, Derr and Bugiel [47],
however, no connection between changes in the API and the update rate of the libraries was
found. During development, updating a vulnerable library to a newer version with the security
bug fixed may be the easiest solution to lower the risks of an attack, but once the software has
been deployed this might not be as easy. Plate et al. [6] gives an example of a large enterprise
system that serve business-critical functions. In this case, an update of a library may cause system
downtime and unforeseen issues, and thus the update may not be made. Backes, Derr and Bugiel
[47] looked at the connection between the popularity of applications on Google play (based on
the application’s number of downloads) and the time it took for them to adapt to new library
versions. More popular applications did not update their libraries closer to the release of the
update than less popular ones.
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Security risks of using third-party components

Similar
components may
include similar
vulnerabilities

. Third-party developer Popular components Late updates of
Inclusion of . i
Researchers . responsible for may be more components increase
vulnerabilities . . R
maintenance exploited/vulnerable risks

Hedley & Jacobs X

Luszcz X

Fujimoto et al. X

Carvalho et al X

Pashchenko et al. X

Siavvas et al. X

Backes et al. X

Wang et al. X
Plate et al. X
Bavota et al. X

Roberts & Ellman X

Figure 6. A summary of the findings of the literature survey.

5.1.3 Common vulnerabilities

By studying industry reports [8], [9], [12] and the OWASP Top 10 list [32], the most common
and critical vulnerabilities of the time being can be summarized. In the Synopsys report from 2022
[53], the ten most common CVEs present in the code bases of the investigated projects were listed.
In the Snyk report [8] I looked at their list of the top vulnerabilities present in open-source third-
party components between 2014 and 2019. HackerOne list the top 10 most impactful weaknesses
from a hacker perspective in their HackerOne Global Top 10 list [54].

Categories present in more than one of the lists were added to the table in Iigure 7. XSS was

present in three out of four lists as a separate category, but in this table it has been included in the
category of injection vulnerabilities.
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The most common vulnerabilities

Vulnerabilities OWASP Snyk Synopsys Hackerone

Injection vulnerabilities

X X X X
(XSS, SQL, code etc)
Server-Side Request X X
Forgery (SSRF)
Broken/Improper access X X X
control
Security misconfiguration X X
Information disclosure X X
Cross Site Request X X
Forgery (CSRF)
\denmvﬁca‘hon a.nd X %
authentication failures
Vulnerable and outdated X X

components

Figure 7. Table of the most common and critical vulnerabilities.

Injection vulnerabilities are present in all the lists. These types of vulnerabilities have been present
in several well-used third-party components like Apache Struts 2, Log4j, jQuery, and Lodash [8],
[16], [53], [95]. A lot of research has been made on different categories of these vulnerabilities,
such as LDAP injection [56], XSS [57] and SQL injection [58], but there is a clear lack of research
on the type called prototype pollution [17], [36].

5.1.5 Conclusion of results of literature survey

Today developers rely heavily on third-party components when creating software. These
components may, however, include vulnerabilities that may risk the confidentiality, integrity, and
availability of the application. Exploiters may look at disclosed vulnerabilities to find similar ones
in related third-party components. To keep one’s application safe from these vulnerabilities, it is
important to update one’s dependencies shortly following new update releases, something that is
often overlooked in software projects. One of the most common and critical categories of
vulnerabilities is injection. Many types of injection vulnerabilities have been studied, but one that
needs more research is prototype pollution.

5.2 Results of case study

The case study investigated three cases of prototype pollution vulnerabilities and the mitigations
used for these, as well as research articles, and industry reports and articles.

5.2.2 Prototype pollution in third-party components

In recent years, prototype pollution vulnerabilities have been found both in browsers, front-end
JavaScript libraries and in the Node.js ecosystems hitting back-end libraries dealing with object
cloning [59]. Between January and March 2022, 25 prototype pollution-related CVEs were added
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to the NVD. 16 of them were given a critical CVSS score between 9.8 and 10.0. The
vulnerabilities were found in packages and modules like bodymen3, parse server, and Sails.js’.

To find all prototype pollution vulnerabilities reported in the NVD, searches were made for

2

“prototype pollution” and “__proto__”, and the description of the CVE was investigated to
ensure that it did describe a prototype pollution. We can see a large increase of vulnerabilities
over the course of a few years (Figure 8). The first six vulnerabilities were published in 2018, the
following year 15 CVEs were reported. In 2020, there was an explosion of prototype pollution
disclosures, with 86 vulnerabilities reported. 2021 saw a lower number; nevertheless 67 CVEs
were reported. Between January and March 2022, 25 CVEs have been published which indicates

that a high number will probably have been reported by the end of the year.

Prototype pollution CVEs published in NVD

100
90
80
70
60
50
40
30
20
10

2018 2019 2020 2021
Figure 8. All prototype pollution CVEs in NVD.

These vulnerabilities may not be as common as other types of injection vulnerabilities, but we can
see that when they do occur in well-used third-party components like Lodash and jQuery they
may have a severe impact. However, a fairly small amount of research addresses prototype
pollution and how to mitigate its risks.

5.2.2 Mitigation techniques for injection attacks

When trying to mitigate the risks of a vulnerability being exploited, there are three categories to
consider in the mitigation strategy: prevention, detection, and reaction. Some prevention techniques
listed by Gollman [2] include filtering input, for example by using a whitelist of allowed input
values or blacklists, blocking dangerous values. By doing so, one might prevent the exploit from
happening by handling all input safely. Detection techniques include manual or automated code
inspections and testing to find vulnerabilities in the code. Reaction may include updating libraries
with known vulnerabilities and fixing bugs if a vulnerability is found in one’s own code [2], or

using firewalls that cut the connection for an intruder in action.

5 https://www.npmjs.com/package/bodymen [Accessed 2022-03-30]
6 https://github.com/parse-community/parse-server [Accessed 2022-03-30]
7 https://github.com/balderdashy/sails [Accessed 2022-03-30]
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Gollman [2] separates the countermeasure techniques for code injection attacks into two
categories: input validation, which means to make sure that no unsafe input is used when
constructing a command, and change of the modus operandi, meaning that one modifies the way
commands are constructed and executed so that unsafe input cannot cause any damage. OWASP
[31] states that the best method for detecting if applications are vulnerable to injection attacks is
code reviews. They also suggest automated testing of all parameters, headers, URLSs, cookies,

JSON, SOAP, and XML data.

5.2.3 Mitigation techniques for prototype pollution

Validating user input is one of the top solutions for mitigating prototype pollution vulnerabilities
[17], [18], [34]. Blacklists may be useful when validating the input, but it is vital that all types of
variations of how the prototype is reached are included. The patch for the first found prototype
pollution vulnerability in Lodash included checking the input for the name __proto__ but not
constructor.prototype which could also be used to reach the prototype [34]. Some other
solutions suggested by Snyk [34] and Arteau [18] are to create objects with the method
Object.create( ) instead of using the {} literal or the object constructor, new Object( ).
When using Object.create( ), one can set the prototype for the object created. If passing
null as the argument, the object is created without a prototype and may therefore not be polluted
[34][18]. A similar technique proposed by Kim et al. [17] is setting the prototype to null on
initialization by writing let obj = { _ proto__ : null }.

Kim et al. [l7] proposes using Object.hasOwnProperty. When calling
obj.hasOwnProperty("__proto__ ") orobj.hasOwnProperty("constructor"), the
__proto__" in obj
returns true. By using . hasOwnProperty one may check certain properties of a target object.

return value is false. This compared to using the in operator, where

In this way one may prevent referring to constructor or__proto__ ofan object [17]. Another
mitigation technique is using Object.freeze(Object.prototype) [17], [18], [34]. When
calling freeze on an object, it will no longer be modifiable, but can be considered as “read only”.
Since the prototype of an object can be considered an object itself, it is possible to freeze it. Once
the prototype has been frozen, it may not be polluted. However, one must be aware that one’s
dependencies may use the prototype, which would result in failure if it has been frozen [17], [18].

Arteau suggests using third-party components for schema validation of JSON input data [18].
This ensures that the data contains all expected attributes and that they have appropriate types.
Unwanted attributes should be rejected [18]. Arteau [18] also suggests using Map instead of
Object when a key-value structure is needed. This recommendation is made without further
motivation than it being safer than Object. Since recursive merging of objects is prone to being
vulnerable to prototype pollution, Snyk suggests using safe libraries for handling these matters
[34]. However, as we have seen, a lot of third-party components themselves include
vulnerabilities. For the average developer, continually updating their dependencies may be the
most important thing to do to keep their applications safe from prototype pollution vulnerabilities
that may exist in third-party components. Analysis or scanning tools like DAPP [17],
ObjLupAnsys [36] and ProbetheProto [42] are suggested to find prototype pollution
vulnerabilities [18].
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When categorizing the mitigation techniques into preventive, detective, and reactive strategies
(Figure 9), we can see that most of the suggested mitigations are preventive. Using different
scanning tools for discovering vulnerabilities in the code is a detective strategy. To this day, no
research, as far as I know, has suggested any reactive techniques for mitigating these types of
vulnerabilities, except for updating vulnerable third-party components which might also be seen

as a preventive action.

Mitigation techniques for prototype pollution

MITIGATION TECHNIQUE Prevention Detection  Reaction jQuery Lodash ts-dot-prop
Using Object.create(null)/ {__proto__ : null} X

Using Object.freeze( ) X |

Using scanning tools X |

Using Map instead of Object X |

Input validation, whitelist / blacklist X | X X X

Use Object.hasOwnProperty X ‘

Use safe libraries when recursively setting object X M |

properties

Figure 9. Strategies for mitigating prototype pollution and what techniques were used for
mitigating the vulnerabilities in three third-party components.

5.2.4 Prototype pollution cases

To see how these mitigation techniques have been used, three cases of prototype pollution
vulnerabilities in third-party components were studied. Arteau reported one of his findings on the
prototype pollution vulnerabilities in Lodash® on HackerOne? in early 2018. HackerOne is a
platform for ethical hackers to publish information about vulnerability findings, so that they can
be disclosed before being exploited for illegal purposes. Arteau found that the functions .merge,
.mergeWith and _.defaultsDeep were vulnerable to prototype pollution in the following test
case, where malicious_payload comes from an endpoint that accepts JSON data:

var _ = require('lodash');
var malicious_payload = '{"__proto__ ":{"oops":"It works!"}}';

var a = {};

console.log("Before: + a.o0ps);
_.merge({}, JISON.parse(malicious_payload));
console.log("After :" + a.oops);

This could lead to availability being compromised if changes are made to the functions toString
or valueOf in Objects prototype, as it would cause a denial of service. A more complex payload
could be constructed for the attacker to execute remote code, according to Arteau. A patch for

8 https://hackerone.com/reports/ 310443 [Accessed 2022-03-08]
9 https://www.hackerone.com/ [Accessed 2022-04-08]
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the vulnerability was published the following day!0. In the fix, a check is done to see that
__proto__ is not used as an input value when merging objects. In 2020, another similar
vulnerability was found which affected _.zipObjectDeep. This could, if successfully exploited,
lead to “disclosure of sensitive information, addition or modification of data, or a DoS attack”,
according to the security company NetApp [60]. That means the entire CIA triad could be

compromised.

A prototype pollution vulnerability in the front-end framework jQuery!! was reported on 3
December 2018. The function extend could be exploited using the following code:
$.extend(true, {}, JSON.parse('{"__proto__": {"devMode": true}}'))

The patch!? for this included a check for the blacklisted word ___proto__. The third case studied
was the package ts-dot-prop!3, which was reported vulnerable on 12 September 2020. In this case,
too, the mitigation was to use a blacklist with the words __proto_ , prototype and
constructor.!*

5.2.5 Conclusion of results of case study

The risks of prototype pollution attacks can be mitigated by validating user input. This can be
done by using whitelists of accepted input, or blacklists containing values that are not allowed.
Other mitigation techniques are creating objects without prototypes or freezing the prototype so
that it cannot be altered. When making complex things such as recursively merging or setting
properties on an object, it is recommended to use safe third-party components for this instead of
writing the code oneself. However, as these components may include vulnerabilities, scanning
them using proper tools is recommended, as well as updating one’s dependencies shortly following
new update releases. The studied cases all used the same mitigation technique, a blacklist.

10" https://github.com/lodash/lodash/commit/d8e¢069cc3410082¢44eb18fcf8e7f3d08ebeld4a [Accessed
2022-04-11]

I https:/ /hackerone.com/reports/454365 [Accessed 2022-04-18]

12 https://github.com/jquery/jquery/pull/4333/commits/5a853bce2d047115ef6d2b8a7e8b18a
7df126ec8 [Accessed 2022-04-18]

13 https:/ /hackerone.com/reports/980599 [Accessed 2022-04-18]

14 https://github.com/justinlettau/ts-dot-prop/commit/816b887a669ab959¢3c2f85c6563d33928{00f14
#diff-f41e9d04a45c8313b6{6e630f10117feR 183 [Accessed 2022-04-18]
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6 Discussion

When trying to answer RQ1 — What are the security risks of using third-party components for
developing web applications? — we could see that using third-party components for developing
web applications can help the developer handle security issues, as the components themselves may
include security handling functionality. The components may, however, also include
vulnerabilities. Looking at some vulnerabilities in third-party components, both present and past
ones, like Lodash and Apache Struts 2, as well as the categories listed in the OWASP Top 10 list
and industry reports, we see that some of the most widely spread and critical vulnerabilities in web
application components include those vulnerable to injection attacks. If the components include
vulnerabilities, all the applications using the component are affected. By using vulnerable third-
party components, an application may be at risk of compromising the confidentiality, integrity,
and availability, depending on the specific application and how it is built. We have seen that a
crucial issue in software projects is the latency in updating third-party dependencies. Using
updated components is considered one of the most effective ways of securing one’s software as a
developer, but most projects do not update their dependencies until long after new releases have
been published. Researchers have different views on why and when developers tend to update
their components. Using popular third-party components may seem secure, but research shows
that these are not less vulnerable. One may argue that, on the one hand, popular third-party code
has many users that may find and report bugs, but, on the other hand, exploiters may have more
interest in finding vulnerabilities in more popular components since attacking these may give a
higher reward to the attacker. When vulnerabilities are found in popular third-party components,
exploits of them may quickly be made available before countermeasures are published. When
developing using third-party components, one should be aware that they are associated with risks,
including having vulnerabilities that may be exploited and affect the confidentiality, integrity, and
availability of one’s application. The components are also maintained and updated by third-party
developers which may be considered a risk. As a developer using these components one must trust
its creators to handle bug-fixes et cetera.

To answer RQ2 — How can the risks of prototype pollution attacks in web applications be
mitigated? — the known preventive, detective and reactive techniques for mitigating prototype
pollution were investigated. These include using analysis tools for detecting prototype pollution
vulnerabilities and preventing manipulation of the prototype by creating objects with the
prototype set to null or by freezing the prototype. We looked at three cases of prototype pollution
vulnerabilities in third-party components. The mitigation technique for these weaknesses was to
use a blacklist, which tested the input so that it did not include words that would allow changes to
the prototype. Prototype pollution is a type of injection vulnerability and one of the most effective
ways of preventing these types of vulnerabilities is to validate one's input. This seems to be the
preferred way of fixing these vulnerabilities as it was the technique used in all three of the studied
cases. Seen from a developers view, as someone using third-party components that may be
vulnerable to these types of attacks, keeping one's components updated is most likely the best way
to keep one's project secure. Also, using analysis tools for scanning the components for these
vulnerabilities may help. The developers creating the components however need to be aware of
how input is handled and prevent the prototype from being polluted by using some of the
mitigation techniques presented in the results.
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By conducting a literature survey of the risks of using third-party components, a wide and
generalizable view on the subject emerges. When considering both academic articles as well as
industry reports and the OWASP Top 10 list of 2021, we get an up-to-date picture of the risks. I
could have chosen to complement the investigation of prototype pollution by making an
experiment. Such an experiment could have included searching for this type of vulnerability in
third-party components to show that they are still present and need to be further investigated. A
mitigation technique for this specific finding could also have been proposed. Due to time
limitation this was not done. However, by looking at reported vulnerabilities and the results of the
research articles on the subject we do see that this is a vulnerability that is becoming more
common and that needs to be given more attention. The known mitigation techniques could be
presented by looking at research articles and industry knowledge. By looking at three example
cases, we could see how such a mitigation technique was used.
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7 Conclusion and future research

To find out what risks are connected to the usage of third-party components for web development
a literature survey was conducted. This showed that popular as well as less popular components
may include vulnerabilities that when exploited might lead to compromise of confidentiality,
integrity, and availability. Developers using these components become dependent on the people
maintaining the component and needs to trust them with updates and bug-fixes. Updating their
dependencies is something that developers seem to be rather slow at. This is however one of the
most important things to keep one's software secure.

The JavaScript specific injection vulnerability called prototype pollution was investigated with
focus on the mitigation techniques proposed by academia and the industry. Three cases of this
vulnerability in three third-party components were studied. They all used the same type of
mitigation technique, a blacklist used for input validation.

Future research could include looking at reactive mitigation techniques for prototype pollution
since this has not, according to my knowledge, been investigated in any prior research. As we
could see that the studied cases all used the same mitigation technique, research looking more into
the other techniques would be of great interest and value. This could help highlight the issues with
this type of vulnerability as it is to this day fairly unknown.
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