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Abstract
The Internet of Things (IoT) is an umbrella term for smart things connected

to the Internet. Connected sensors may be used to the benefit of smart building
management systems.

This thesis describes the development of a sensor based building manage-
ment system prototype, lightweight enough to run on a single network camera.
The focus of the research was investigating if the system prototype was scal-
able, and capable of storing and analyzing data gathered from a large amount
of sensors relevant to the field of building management. The prototype was de-
veloped through a five-stage systems development process, and evaluated using
simulations and case studies.

The finished prototype was able to gather and store data from a few hun-
dred real-time sensors using limited hardware. Tests showed that the network
camera should be capable of managing at least 100 sensors. The system itself is
scalable with the use of more powerful hardware. However, using a distributed
architecture would be preferable if more sensors are required. This could be
achieved by creating a distributed network of cameras, where each camera man-
ages its own set of sensors. This could both increase scalability and make the
system more robust and reliable.

Keywords: Internet of Things, IoT, Sensors, Multiple sensor device, Network
camera, Building Management, Distributed systems
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Abbreviations and definitions

Axis: The company Axis Communications.

BLE: Bluetooth Low Energy, also called Bluetooth Smart. BLE is a low energy variant
of the Bluetooth Standard used for wireless radio communication [1].

CoSIS: Cooperative, Self-Aware and Intelligent Surveillance Systems. A project at IO-
TAP focusing on the design of Intelligent Surveillance systems using connected sen-
sors and cameras [2].

DBMS: Database Management System. A collection of interrelated data and programs
used to access and manage the data collection. A DBMS perform various functions
needed to ensure data integrity, data consistency and data security [3].

MSD: Multi-sensor device: A device with several different built-in sensors, such as tem-
perature, humidity, or light intensity sensors.

IoT: Internet of Things. A term for how machines, devices, vehicles, household appliances,
clothes and other objects are outfitted with sensors and processors, with the ability
to connect to networks and share collected data. The data can be used for analysis
and control of systems [4].

IOTAP: Internet of Things and People. A research center at Malmö University research-
ing ways to utilize the Internet of Things [5].

PIR: Passive infrared (sensor). Used in motion detectors [6].

Sigma: The companies Sigma Connectivity and Sigma Technology.
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1 Introduction

The "Internet of Things" (IoT) has been described as the next technological revolution [7,
8]. Numerous products and solutions are emerging that could be described as following the
concept of IoT, such as autonomous cars, automated surveillance systems, smart houses,
and even smart cities [9, 10].

This chapter explains the background of this thesis, its research aim and research questions
as well as also its scope and limiting factors.

1.1 Background

Internet access has become significantly cheaper in the last couple of years, and the number
of Internet users are steadily rising. Broadband connections are common, and smart phones
can connect to the Internet as long as the user has access to a Wi-Fi connection or a
3G/4G data plan. However, not only computers, smart phones and tablets are connected
nowadays. Companies have started to outfit all kinds of machines and devices with a
connection to the Internet or local networks. These connected things include but are
not limited to: printers, vehicles, household appliances, lights, cameras and clothes. The
company Ericsson estimates that by the year 2020 there will be over 50 billion Internet-
connected devices across the globe [11].

Of course, an Internet connection does not necessarily provide any value on its own. A
connected device is also equipped with at least one sensor used to collect necessary data,
and a processor. By collecting and processing data, the device can make intelligent deci-
sions based on the data, or simply share the collected data through the network [4]. For
example, by installing a connected thermostat and heater in a building it is possible to con-
tinuously monitor and automatically adjust the temperature of the house, likely lowering
energy costs [12].

One name for this concept of connected devices is the "Internet of Things" (IoT) [7,
8]. Collected and shared data can be used to automate processes or combined to create
new, potentially useful information [13]. One example is placing pairs of infrared motion
detectors in every doorway of an office and analyzing their data to keep track of how many
people are in every room at any time [14]. Similarly, it is possible to track and estimate the
number of people in an area by analyzing data from Wi-Fi access points communicating
with their smart phones [15]. Also, video feeds from multiple cameras can be analyzed
together with various data such as the position of the cameras in order to better estimate
the number of people being observed and which direction they are heading [16].

In these examples similar or identical sensors are used, but gathering data from completely
different sensors has even greater potential for raising efficiency and enabling automation.
A ventilation controlling system could be even more efficient if it could keep track of not
only the number of people in a building, but also the temperature, humidity and CO2
levels. By utilizing sensors, their data and various actuators, there is great potential for
automating heating, ventilation, lighting, power management, and security systems. The
use of smart building management systems could potentially result in significant energy
savings and more efficient use of resources [12, 17].

However, there are various challenges to overcome when developing a system making use
of different sensors. For example, the sensors might use completely different protocols,

1



making it impossible for the devices to communicate directly, or for the system to store
data from the sensors without modifying the data first. For a system to be able to handle
different sensors they need to be properly integrated by having their protocols translated
into a standardized protocol the system can handle. This makes integration of sensors and
devices from different companies difficult and time-consuming [17, 18].

IOTAP (Internet of Things and People) is a research center at Malmö University that
focuses on projects on how to get the most out of IoT [5]. One of their current projects,
CoSIS (Cooperative, Self-Aware and Intelligent Surveillance Systems) focuses on the design
of intelligent surveillance systems that make use of connected sensors and cameras. Besides
Malmö University, the companies Axis Communications (hereafter, Axis), Sigma Connec-
tivity and Sigma Technology (hereafter collectively referred to as Sigma) are involved in
the project [2]. This thesis is a contribution to the CoSIS project.

1.2 Research aim and research questions

This section describes the aim of this thesis and also details its research questions, prereq-
uisites and limiting factors.

1.2.1 Research aim

As stated in section 1.1 the integration of sensor data is an obstacle to the development of
IoT systems. For a smart building management system to work as intended, the process of
gathering and analyzing data should be reliable and scalable [17]. If a system successfully
integrates and analyzes sensor data, and is scalable enough to support the large amount
of sensors and data processing needed, it could be the foundation of a larger building
management system. The research aim of this thesis is:

To investigate reliable, scalable and modular methods of gathering, storing and
analyzing sensor data useful for improving and automating building manage-
ment.

1.2.2 Research question

A research question was formulated in order to concretize the research aim. It was decided
that the research should result in a prototype system using a network camera and at least
one multi-sensor device (hereafter MSD), since they were deemed integral to the thesis.
The network camera has the ability to detect movement, which can be used to count people
moving in and out of rooms, a method used in several projects [6, 14, 19, 20]. The MSD
can monitor temperature, light intensity levels, humidity and other objective measures,
which can be used by a building management system [12, 17]. See section 5.1.5 and 5.1.6
for more information about the camera and MSD. The research question of this thesis
is:

How feasible is it to use a smart network camera as the central hub of a system
gathering, storing and analyzing sensor data usable for building management?
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The research question was solved in two steps:

1) Design and prototype a system that in practice demonstrates how a network camera
and MSD can be used to gather data beneficial for building management. Other
devices or sensors can be implemented as well if their inclusion is justified.

2) Investigate the possibilities of using the network camera as the host of the system
described in 1).

If a working, scalable prototype could be installed on a network camera, the camera would
function not only as a sensor, but also control the system. This would eliminate the need
to install the system on a separate computer.

1.3 Scope and limiting factors

Prototype testing was limited to the monitoring of a single room, with a single entryway.
This was done due to several reasons. First of all, the project’s budget was limited, and
by constricting the testing to a single room, less equipment was required. It also made
it easier to perform tests in a real-life environment, since only the people entering the
room had to be informed that a monitoring system was running. So the test was simplified
while still giving an indication of the system’s capabilities and limitations. Because of time
constraints only one real-life environment test was performed. Also, it was not possible
to test the scalability of the system using physical sensors. Acquiring a large amount of
MSDs was not feasible due to budgetary constraints. Instead, the system’s scalability was
measured using simulated sensors. CO2 sensors were deemed too expensive for this project
and not included, even though CO2 sensors could have been used to measure the air quality
of a room (see section 3.1 and 3.2).
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2 Theoretical background

In this chapter, topics relevant to the thesis are presented, such as IoT systems and how
to design them, the benefits of smart building management, and people counting meth-
ods.

2.1 Internet of Things

In section 2.1.1 the concept of IoT is explained, and examples of IoT projects are given.
Section 2.1.2 describes the issues of performance and scalability, while section 2.1.3 explains
the architecture of IoT systems, and how to design the systems. Section 2.1.4 discusses
issues regarding security, privacy, and personal integrity in the field of IoT. Finally, the
concept of design patterns is explained, as well as how the use of design patterns might
benefit developers of IoT systems.

2.1.1 What is the Internet of Things?

The phrase "Internet of Things" was first introduced in 1999 [13, 21]. IoT describes a
network of physical objects connected to the Internet in order to communicate and share
data with each other [11]. These objects can be all kinds of devices and appliances, vehicles,
clothes, and even the human body itself. The objects are outfitted with - or wirelessly
connected to - sensors which are used to gather relevant data. The goal of IoT is making
use of these large amounts of data to make systems more efficient and automated [11, 13,
22]. The concept is quite similar to ubiquitous computing, in that it describes a world in
which many different objects can contain processors and connect to the Internet, not just
powerful desktop computers or smartphones [4]. But since sensors play such an important
part, IoT can also be described as a network of sensors [13]. In short, the point of IoT
is to use physical objects to gather data with no input from humans. Instead of wasting
time collecting data manually, humans can concentrate on finding ways of using the data
to reduce waste of resources [21].

There are several examples of IoT related solutions to various problems. Such as using
light beam and IR counting sensors to analyze occupancy levels of a house and adjust the
airflow of the ventilation system accordingly [19], using video streams and location data to
better count the number of pedestrians in an area [16] or decrease traffic congestion and
energy consumption in a whole city [23]. IoT projects relevant to this study are reviewed
in chapter 3.

2.1.2 Performance and scalability

IoT systems often have to deal with large amounts of sensors and data [24]. It is important
that a system is capable of scaling up its performance in order to handle an increased
workload, such as more users, more sensors and actuators, or added functionality [25].
One method of increasing scalability is through vertical scaling, which involves adding
more RAM or CPU cores to the computer performing the tasks. Another is through
horizontal scaling, which involves adding more computers to the system, and having them
share the workload. This might not speed up processing time of the individual tasks, but
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allows the system to handle additional tasks. Of course, the system needs to be designed
with this in mind for this to work effectively [26].

2.1.3 IoT architecture and design

When developing an IoT system there are several aspects regarding its architecture and
design to consider. The architecture of IoT systems can be described as being divided
into three separate layers. The layers are - from bottom to top - the sensor, network, and
application layer. The sensor layer includes the sensors as well as the network connecting
them to each other, and to the gateway used to bridge the gap between the sensor and
network layers. The network layer processes data from the sensor layers and handles all
communication between the sensor layer, the application layer, and the Internet. Finally,
the application layer represents the applications, such as intelligent homes, making use
of the collected data [13]. There are several variations of the system architecture, some
simply using different names, and some going further in-depth by using more layers [13,
23, 27].

A device, or object, used in an IoT network should have four important attributes [24].
They are:

1. Automation: the gathering, processing and sharing of data should be automated [24].

2. Intelligence: the object should be capable of acting intelligently according to the
situation [24].

3. Dynamicity: objects placed in a new area within a different network should be rec-
ognized dynamically [24].

4. Zero configurations: users should be able to configure the object without technical
expertise [24].

Lee and Kim also point out other aspects that need to be taken into consideration when
designing IoT systems. It’s important that communication between devices works properly
regardless of the scale of the application area. A scalable IoT system works whether it’s
used in a home environment or a large building. However, a large number of sensors will
result in big data volumes. If every sensor tries to communicate with all the others, there
is a risk of them running out of memory or processing power. The system needs to have
ways of handling this, and also be robust enough to function even if some devices stop
working or if there are problems with the communication [24].

One major obstacle to IoT systems development is the issue of sensors from different
manufacturers using incompatible protocols, since it complicates the integration of data.
One solution to this problem is letting the sensor and network layer communicate through
a shared platform which only accepts data formatted after a standardized protocol. In
this case, the data needs to be properly formatted before it is sent to the platform [17].
Software called middleware can be used to make sure different components of a system can
communicate properly [25].

There are many different kinds of platforms, but they can be categorized into three kinds
of systems: centralized, semi-distributed and fully distributed systems [28].

1. Centralized systems transfer sensor and actuator information through a centralized
server, or servers (cloud based or otherwise). This means it is difficult to establish
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connections between end devices, and if the central server fails, the rest of the system
cannot function [28].

2. Semi-distributed systems instead use initiate session protocols to first establish con-
tact between the connected devices, which then communicate directly. A centralized
node is used for coordinating the communication between the devices. This solution
is often faster and easier to scale than centralized systems, however, it still leaves the
system vulnerable due to the centralized node [28].

3. Fully distributed systems let each individual device store and administer its own
information, effectively creating a peer-to-peer network. This makes the systems
scalable and resilient, since the failure of a single device does not significantly effect
the others. This solution does however require some overhead to function, and the
devices need to perform more operations. This makes the systems less lightweight,
so they might require more powerful devices [28].

Another design issue that will become more important the more IoT systems emerge is
how to handle security [29].

2.1.4 Security and privacy concerns

IoT increases the need for well implemented security measures, since IoT systems increase
the number of connected devices available. There is also a trend towards developing more
autonomous systems, furthering the need for adequate security. Some important security
issues that need further research are data encryption, secure communication protocols, and
the protection of sensor data [29].

However, security is not the only concern. The automated gathering of data raises privacy
and integrity concerns which should not be ignored [30]. The Swedish Personal Data Act
regulates how personal information may be stored and used. The law prevents violation of
personal integrity when personal data is processed. When the number of personal devices
are counted using a Wi-Fi monitor, the system will collect a MAC address for each device.
The MAC address could be classified as personal information and therefore be under the
guard of the personal data act. However, according to Adolf Slama and Martin Brennan
at the Swedish Data Protection Authority, it has not yet been decided if the MAC address
should be regarded as personal information in Sweden. According to Mr. Brennan, a
report on a similar situation will arrive sometime in the year of 2015. Mr. Brennan
suggested treating MAC addresses as personal information in the meantime, which means
that privacy and integrity should be a priority when developing a system utilizing MAC
addresses to count devices [31].

2.1.5 Software development and design patterns

When designing and developing systems, making use of design patterns can save both time
and resources. Patterns are a way of describing software designs. Each pattern documents a
well-known problem and well-known solutions to this problem. It also describes the context
in which a solution might be preferable, and when it should be avoided. Systematic use of
patterns ensures that a software developer does not need to re-invent solutions for every
problem, but instead can utilize solutions that are empirically proven to work [25]. Design
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patterns can be applied when developing IoT systems, in order to ensure their functionality
as well as simplifying the development process [32].

2.2 Benefits of smart building management

The cost for building maintenance is about 70% of the total building lifetime costs. Of
these 70%, as much as 60% is spent on heating, ventilation and air conditioning (HVAC).
Needless to say, there is great potential to reducing building lifetime costs by improving
building management. Using sensors for building management is a way to reduce energy
and maintenance spending. An implemented and intelligent building management system
can reduce heating costs by 25% and lighting costs by 15% [33].

Sensors used to improve building management include temperature, humidity, electricity
meters, light intensity sensors, motion sensors, CO2 and sensors for counting people and
estimating building occupancy [17, 19].

2.3 Existing methods for counting people

A lot of research has been and is being put into how to best count people in various
locations. Today, there are a number of ways to accomplish this task. Examples include
the use of image analysis in a single video surveillance camera, multiple image sensors, and
radio irregularity in the IoT.

Researchers have previously shown that when multiple sensors are combined, greater ac-
curacy can be achieved both with cameras [16] and with other optical people counting
sensors [34].

2.3.1 IR beam counters

A beam of infrared light can be used as a people counter. Whenever the beam is broken,
a person or other object has passed through the counting point. With multiple beams and
clever placement, occlusion can be avoided and accuracy improved [35].

2.3.2 Cross line people detection

This method involves mounting a camera above a passage looking down on the passage.
The camera should be mounted vertically with respect to the floor in order to minimize
occlusions. When a person or group of people is detected by the camera, they are tracked
until they reach a specified "counting line". Then, the number of people in the group is
calculated and they are counted as having crossed the line [36].

2.3.3 Group estimation with multiple cameras

The number of people in a group can be difficult to count. Individuals might be hard to
distinguish from each other if standing close, since the individuals might obscure each other
from a camera’s view. Even with multiple cameras an individual might be obscured from
all views. A way to solve this is by extracting all foreground objects from the background
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in each camera picture and then extending the camera’s visual cone behind any individuals
blocking the view. This area is of a known size and can be decreased by cameras with
different views of the scene. An estimation is made of both the least and highest number
of people that can fit in the calculated area. When these two numbers converge, an exact
count for the number of people in the area can be determined. If the two numbers do not
converge, it is most likely that the lowest number is the one closest to reality [37].

2.3.4 Radio irregularities in IoT

Wireless communications is an important part of IoT. This communication is subject to
radio irregularities, which means that radio waves are scattered, reflected or absorbed by
objects in the radio wave path. When people pass between two nodes in a radio network,
the signal strength will fluctuate. This can be utilized to count people moving through a
network of wireless IoT devices [22].

2.3.5 Wi-Fi counting

Smartphones with Wi-Fi enabled continuously transmit probe request messages to detect
nearby Wi-Fi networks. This can be used to detect and track smartphones even when they
are not associated with a Wi-Fi access point. Each Wi-Fi message sent out by a device
contains a unique address which enables the detection and counting of unique devices in
the vicinity [15].
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3 Related work

In this chapter articles relevant to the thesis are reviewed. In the end of each section,
comments on how the paper relates to this thesis are presented.

3.1 Kuutti et al. - Real time building zone occupancy detection and
activity visualization utilizing a visitor counting sensor network

The objective of this study by Kuutti et al. was to implement a network of counting
sensors inside a building in order to determine room occupancy levels and use the data to
control a demand-controlled ventilation (DCV) system, by raising the airflow if occupancy
levels increased [19]. To count people visiting the building, they used twelve light beam
sensors and three IR camera sensors spread throughout ten zones on three different floors.
In order to determine if visitors were entering or exiting rooms, the sensors were direction
sensitive and sent a different signal depending on the direction of the visitor.

The reason they wanted to use light sensitive sensors was that the commonly used CO2
sensors make the DCV slow to react to high occupancy levels, since it takes time for the
CO2 levels to rise. Counting sensors, on the other hand, react without delay. Furthermore,
counting the number of visitors can be used for commercial and security purposes.

Every sensor was connected to a logger, which in turn communicated wirelessly with one of
two gateways, using ZigBee radio modules. The gateways were in turn communicating with
a server computer through an Ethernet connection. For every visitor the logger also added
a timestamp. Every five minutes the collected data was used to calculate the occupancy
levels.

The study showed that it is possible to control DCV by counting the visitors. However,
due to issues such as two cameras counting a visitor simultaneously, and multiple adjacent
visitors being counted as one, the system was prone to cumulative errors. The system had
to compensate by not allowing less than zero visitors, and by resetting the count every
midnight. The authors suggest using more sophisticated counting algorithms, and that the
counting sensors might be used to complement CO2 sensors. They also note that video
analyis might be a more reliable way of counting visitors, but that it would significantly
increase cost.

Comments
The paper raises several issues that we had to take into consideration when developing
and implementing our solution. However, our experiment is lower in scale, with only one
room being surveyed. This should make it easier to avoid cumulative errors when counting.
Also, we are not using ZigBee, but instead use Bluetooth and Wi-Fi.

3.2 Mysen et al. - Occupancy density and benefits of demand-controlled
ventilation in Norwegian primary schools

In this paper Mysen et al. present data gathered from the inspection of 150 classrooms at 81
randomly selected Norwegian schools [20]. The goal was to compare CO2 levels depending
on whether a school used: 1) a constant air volume (CAV) ventilation system, in this
case using the ventilation at full capacity throughout the whole school day, 2) a demand-
controlled ventilation (DCV) system based on data from CO2 sensors, or 3) a DCV system
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based on data from IR occupancy sensors. The IR sensors were not used to determine the
number of students in classrooms. Instead, they were only used to ascertain whether the
classrooms were occupied or not. In short, the DCV-IR system turned the ventilation on
when a room was occupied and turned the ventilation off when it was unoccupied. The
resulting data shows that using CAV is inefficient, especially since the classrooms seldom
are fully occupied. In fact, using DCV-CO2 reduced the energy usage during a day by
38%, compared with using CAV. Using DCV-IR reduced it by 51%. The only problem
with using the IR sensor was that it made the ventilation system use full force even if only
a few persons were in the room, making it drafty while also wasting energy. The authors
suggested using IR sensors capable of measuring the number of people in the room.

Comments
The paper does not provide many details on how to set up sensors or integrate an IoT
system. However, it does prove the usefulness of sensor based control of actuators such as
ventilation systems. Implementing even a simple binary solution like DCV-IR resulted in
a more energy efficient ventilation of the classrooms, compared with having the ventilation
on at all times. If they had actually counted the number of people in the classrooms and
adapted the air flow accordingly, the system might have saved even more energy.

3.3 Musa, Eriksson - Tracking Unmodified Smartphones Using Wi-Fi
Monitors

In this paper, Musa and Eriksson explore ways to track smartphones using Wi-Fi monitors
[15]. Smartphones periodically send out probe messages to nearby access points when
searching for available Wi-Fi networks. A Wi-Fi monitor can be used to pick up these
probe messages, which contain the phone MAC-address. This can be used to detect the
number of unique devices with Wi-Fi enabled that are in the vicinity of the monitor.
Musa and Eriksson use multiple Wi-Fi monitors placed along a highway in order to track
smartphone movement along the highway.

They also describe methods for making the smartphones send out messages more frequently.
They use three methods for this. First, they emulate access points with two popular access
point names (SSID’s), this increases the number of phones detected. Second, they emulate
access points that correspond to the SSID’s looked for by each smartphone, this increases
the number of probe packets sent out by each phone. Third, they send RTS (Request to
Send) packets to each detected phone, which makes them respond with a CTS (Clear to
Send) packet.

The paper concludes that the authors "have demonstrated that tracking unmodified smart-
phones using Wi-Fi monitors is both practical, economical and accurate".

Comments
Musa and Eriksson described in fairly good detail how this can be accomplished in an
efficient and accurate way [15]. The work by Musa and Eriksson inspired the authors of this
thesis to include a Wi-Fi monitor in the prototype, as a means of counting people.
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3.4 Liu, Mu - An efficient algorithm for fault tolerance in multisensor
networks

This paper, by Liu and Mu, addresses the problem with sensors in a multisensor network
either failing or reporting contradictory measurements [38]. They propose an algorithm
based on statistical methods for sorting out the correct sensor values from hundreds of
measurements.

The algorithm is robust and works even when the number of working sensors is low in
comparison to the number of faulty sensors. The authors test their algorithm by simulating
sensors. Even with only 50 usable sensors of a total 2050 sensors, the algorithm can reliably
catch the correct value in a narrow interval.

Comments
A problem with this approach might be that faulty sensors may not give measurements
that are evenly distributed along a wide range, but instead give measurements offset from
the real value by a certain amount. In this case, the algorithm presented would probably
give the wrong value when the number of faulty sensors is equal to or greater than the
number of working sensors. However, the algorithm might work well for errors caused
mostly by noise.

The methods described in the paper might be of use to us during the design of our systems.
For example, we could use multiple Wi-Fi monitors and apply this method to the output
data. Also, the method might be useful during the analysis of our data, especially if we
end up getting inaccurate measurements.

3.5 Bin et al. - Research on data mining models for the internet of
things

This paper begins by stating that large amounts of data will be generated in an IoT
network. The example given is a supermarket, with over 700,000 RFID tags being read
every second. This would amount to 544TB of data every day. Therefore the efficient
management, analysis and mining of IoT data is an important subject [39].

Bin et al. look into four models for IoT data mining; a multi-layer model, a distributed
model, a grid based model and a model derived from a multi-technology integration per-
spective. Two of these models, the multi-layer approach and the distributed model, are
especially interesting to us.

The multi-layer approach defines four layers. The data collection layer, which performs
collection of the actual data from sensors, RFID streams, GPS, etc. The next layer is
the data management layer, which uses a centralized or distributed database to manage
and store collected data. The event processing layer integrates data, it is used to analyze
events in IoT. The final layer is the data mining service layer. This is based on the data
management and event processing done by the event and data layers. In this layer objects
and events are classified, forecast, clustered and association analysis and pattern analysis
of the data is provided.

The distributed model aims to deal with a few problems that the centralized model has.
These problems occur due to the decentralized nature of IoT as well as the large data
amount. Large volumes of data is stored at different locations, which makes centralized
processing of the data harder. The large volume of data that require real time processing
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means that centralized nodes have a high hardware requirement. Another problem is the
security issues, privacy issues and legal constraints of putting all data together in a single
database. Finally, the transmission of data is energy-costly and does not use the limited
resources of nodes in an optimal way. The distributed model solves these problems by
preprocessing data in each node and only transmit the necessary data.

The grid based model involves a grid computing solution to analyze data. The grid allows
for quick and convenient access to processing power when it is needed.

The model from multi-technology integration uses different context aware sources that
send their data to a central "hub". The data is then analyzed and the gained knowledge
is forwarded to service oriented applications, such as intelligent transportation, property
or logistics.

The paper also looks at a few key issues in IoT data mining and what factors must be
considered when designing an IoT data mining system. For example, one issue is that IoT
will produce massive amounts of data, it is therefore necessary to consider how to manage
the data in an effective manner.

Comments
The paper covers a lot of subjects relevant to us. Especially when we look at the scalability
of our system design, as the paper provides a few topics to consider regarding scalability
and large amounts of data. Also when designing our system in the first place, we need to
think about some of the topics in this paper.

3.6 Wahl, Milenkovic, Amft - A Distributed PIR-based Approach for
Estimating People Count in Office Environments

In 2012 Wahl, Milenkovic and Amft published two articles about their system for counting
people in office environments using passive infrared (PIR) sensors. The main difference
between the two articles is that in the first (the article in the heading) they perform a
field test in an office [14] while using a simulation in the second [6]. They also expand on
the systems functionality by including algorithms for estimating distance and movement
paths [6]. Their goal was to use off-the-shelf products to develop a working, energy efficient
counting system which can be used for controlling the lighting or ventilation in office spaces
[6, 14].

In this system the PIR sensors are placed in doorways to count people as they pass by.
The sensors cannot determine which direction a person is moving so every doorway has one
sensor outside and one inside the room. By analyzing time stamps it is then possible to
determine which direction a person is moving and how many are inside any given room. For
the field test every sensor was connected to a micro controller, which in turn used a wireless
communication unit. Every such "node" was powered by solar cells. When a person enter
the PIR sensor’s field of view, it sends a trigger to the controller, which forwards the event
to the wireless unit. The unit then transmits the event to a remote access point. When
waiting for a trigger, the node is in sleep mode to conserve energy.

According to the field test the sensors work well with few errors [14]. For the simulation
tests the authors plotted an office space with several sensors, and tested two different
algorithms to simulate people detection complete with errors; one based on distance, one
based on movement. The scenarios of the simulation, that is the movement of employees,
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were based on the real life field test. The results of the simulation test are also encouraging
[6].

Comments
These articles show that it would be possible to determine movement direction using simple
IR sensors, as long as at least two are used for every doorway. This enables the system to
keep accurate count of people inside an office complex, even when rooms are connected. A
difference between this system and our own is that we’re planning on gathering more data
than just the number of people going in or out of rooms.

3.7 Kamilaris, A. and Pitsillides, A. - Towards interoperable and sus-
tainable smart homes

In 2013, Kamilaris and Pitsillides published an article about smart homes and the in-
tegration of different devices [17]. They describe the difficulties of integrating multiple
heterogeneous sensors into a single system as different device manufactures use different
standards and protocols for their devices. They state that the integration process requires
advanced programming skills and a considerable amount of time.

Kamilaris and Pitsillides describe a system architecture suitable as a framework for smart
homes and how the system can be split into layers and components. They also performed
case studies, mostly focused on the benefits of energy awareness and the effects of energy
awareness on energy consumption.

Comments
This article is relevant for our thesis because it describes the difficulties and challenges
of designing and implementing a system that integrates heterogeneous sensors. The parts
of this article that do not relate to this thesis are mainly about the presentation layer.
Kamilaris and Pitsillides have done a lot of work to make their system user friendly and
to allow non-programmers or inexperienced programmers to use their system.
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4 Method

This section explains the research process and the methods used in performing the two
steps necessary to solve the research question of this thesis (see section 1.2.2).

4.1 Step 1: Design and prototype a building management system

The prototype was developed using a five-stage systems development process, proposed by
Nunamaker and Chef. The stages should be done in order but if new insights are gained
it’s encouraged to revise design decisions made in earlier stages in order to improve the
system, see figure 1. This can be done at any time [40]. The following sections will describe
the process for this particular project. The results are shown in chapter 5).

Figure 1: The different method stages and their relations.

4.1.1 Construct a conceptual framework

During this stage it was important to clearly define the research question so it could provide
a focus for the rest of the development. It was already decided that the thesis would involve
a system making use of a network camera and at least one MSD (see section 1.2). However,
this was not enough to decide on a research aim and research question, or if other sensors
were needed. So a literature survey about IoT systems, and building management, was
performed, in addition to brainstorming sessions and meetings with representatives from
Malmö University, Axis Communications, Sigma Connectivity and Sigma Technology. The
study provided the information used in chapter 2 (theoretical background) and chapter 3
(related work).

4.1.2 Develop a systems architecture

With the conceptual framework as a basis, this stage was dedicated to specifying the indi-
vidual components of the system, their purpose and how they should interact. Now, when
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a research aim and research question had been formulated (see section 1.2), a requirements
specification could be written. Most of the requirements were decided on during another
brainstorming session, using the knowledge gained during the first stage as a basis. A rough
system was proposed and split into subsystems, then further requirements were specified
for each subsystem. See section 5.1.2 and 5.1.3 for the final list of requirements and fi-
nal system architecture. Ways to validate the system against the requirements were also
discussed.

Various design patterns were considered, mostly patterns detailing distributed systems.
The solution to how the sensors were to communicate with the platform was inspired by the
"Broker" pattern, which details a method for communication between system components.
Instead of sending messages, a component invoke methods in the receiving component in
order to deliver data or requests. This can optimize communication by reducing overhead
[25]. However, the focus was on developing a working system, not on optimization, and no
pattern was fully utilized.

4.1.3 Analyze and design the system

During this stage the system and subsystems were designed and solutions to each require-
ment were proposed. Each solution proposal was analyzed in order to deduce whether it
would satisfy the relevant requirements or not. The process resulted in diagrams describ-
ing the system’s architectural and physical layout, flow charts, sequence diagrams and a
database model. Also, necessary hardware was bought at this stage.

4.1.4 Build the system

At this point the system designed during the previous phase was implemented. The first
subsystems to be implemented were the database and the integration platform. When these
system were nearing completion, the MSDs were implemented as the first data sources. The
MSDs were then used to test and verify the database and integration platform subsystems.
The continued development focused on the camera and the Wi-Fi monitor. The system
was developed using a test-driven development process in order to ensure basic function-
ality.

4.1.5 Observe and evaluate the system

Finally, the system and subsystems were evaluated against the requirements (see section
5.1.2). To evaluate the stability of the system, it was allowed to run for days at a time,
while all errors where logged. Evaluations of scalability were done using simulations where
artificial data was sent to the system. To evaluate system reliability, and gather data from
the sensors, two case studies were performed. One took place in a controlled environment,
the other in a real-life environment - a computer lab at Malmö University. The system was
deployed for a day, during business hours, and all students were notified about the test.
See section 5.1.9, 5.1.10, and 5.2 for the results of these tests. Performing case studies is a
commonly used method for evaluating prototypes [41].
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4.2 Step 2: Investigate the possibilities of using the network camera as
the host of the system

This step used the result of the previous step as a foundation. To investigate whether the
camera could be used as a host, the following activities needed to be performed:

1. Investigate which programming languages the camera supports.

2. Port the most necessary subsystems to a supported programming language, if the
camera does not support the language used for the prototype.

3. Perform tests to make sure the system works as intended.

4. Perform tests to evaluate how the camera’s performance compares to that of the
prototype.
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5 Results

In this chapter the results of the work to solve the research question are presented and
discussed.

5.1 System prototype

The work done during step 1 (see 4.1 for details) resulted in a finished proof of concept
prototype of a smart building management system. This chapter describes the various
requirements of the system and its subsystems. Then the system’s logical and physical
architectures are detailed, followed by a section describing the subsystems in greater detail.
Throughout this section the design choices made during the project are explained.

5.1.1 Sensor selection

After information about smart buildings (section 2.2) and methods for people counting
(section 2.3) had been gathered and various related works (section 3) had been reviewed,
it was decided which sensors the system would use.

• A network camera, used to count the number of people entering and leaving a room.

• Two MSDs, used to gather objective measures, such as the temperature, humidity
and light level of the immediate area. One of the MSDs also used infrared light to
detect movement.

• A Wi-Fi monitor, used to detect and count devices with Wi-Fi enabled in the area.

5.1.2 Requirement specification

In this section, the requirements of the prototype, decided on during the system architec-
ture development (see section 4.1.2), are listed.

Functional requirements

1. The system should be able to add new sensors during run-time.

2. The system should keep unique identifiers for each data source.

3. Analysis should be possible at the time a sensor sends data, and during regular
intervals.

4. The Wi-Fi monitor should detect devices that are associated with a Wi-Fi network
as well as those that are not associated with a Wi-Fi network.

5. The Wi-Fi monitor should not count the same device multiple times when estimating
the number of devices in an area.

6. The Wi-Fi monitor should be implemented in a manner that does not violate indi-
vidual humans’ right to integrity. Detected devices should not be possible to link
to a person and should not be uniquely identifiable if they are removed from the
monitored area and returned at a later time.
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7. The hardware used must be compatible with Linux and be able to run in monitor
mode.

8. The data sources should be allowed to send data at any time.

Non-functional requirements

1. The system should be scalable and collect, process and store data gathered from
many (1000+) heterogeneous data sources.

2. The system should be reliable, and able to run for at least 48 hours straight without
crashing or loosing data.

5.1.3 System architecture

Figure 2 describes the architectural layers of IoT applied to the system (see section 2.1.3
for information about IoT system architecture). The bottom layer is the sensor layer. This
layer consists of various sensors and their associated gateways. The gateway bridges the
gap between the sensor layer and the network layer. In the network layer, the integration
platform collects and stores the sensor data in a database. The data is then analyzed and
used in the application layer. Applications for the prototype system is mainly building
management.

The prototype uses a limited number of sensors. The sensors consist of two wireless MSDs,
a network camera, and a Wi-Fi monitor. Since the MSDs use Bluetooth Low Energy (BLE)
for communicating, a Bluetooth enabled smartphone is used as a gateway to collect data
from the MSDs.

Figure 2: The layers of IoT applied to the system.

Figure 3 describes the logical system architecture of the system. The system uses a number
of sensors that gather different kinds of data. Because of this, the sensors are integrated
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in the so called "integration platform". Each sensor type has its own module, containing
the middleware software necessary for communicating with the platform. The integration
platform stores data from the sensors in a data storage. The stored data can then be
analyzed at any time.

Figure 3: A logical system diagram describing the components of the system. "S" repre-
sents a sensor, and the integration platform communicates with an unknown number of
sensors.

Figure 4 describes the physical system architecture of the system. The sensors used are a
network camera, two MSDs and a Wi-Fi monitor. A smartphone is used as a gateway to
transmit data from the MSDs to a propriety cloud service. The control application, which
is written in the Python programming language, receives data from the cloud service, the
camera and the Wi-Fi monitor, then stores the data in a local database for analysis.

Figure 4: A physical system diagram describing the actual components used in the system.
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5.1.4 Subsystem: Integration platform

The primary subsystem is the integration platform. It contains a control application that
can gather data from multiple heterogeneous data sources and then inserts it into a SQLite
database. The use of a database makes it possible to draw conclusions based on the history
of the system.

The first candidate for the programming language to be used for implementing the inte-
gration platform was Python. Python is a language suitable for building quick prototypes.
The rapid development was more important than for example performance in this project.
The second candidate was C, since this is the preferred language when writing code to be
executed on the network camera used in this project.

The decision of going with Python was based primarily on the benefits of higher abstraction
level and a typeless language, allowing more functionality implemented in less time and
less time spent converting between data types [42].

The integration platform provides two services. The addition of new data sources and
the addition of new data. The addition of new data sources is primarily done during the
start-up of the integration platform, but can also be done when the platform is running.
A data source has to be added before any data can be added for that data source. The
sequence diagram in figure 5 describes the process of adding a new data source.

Since every sensor device used its own protocol, middleware software had to be written
for every device, to make sure they could communicate properly with the integration
platform (see section 2.1.3). The modules containing the middleware for each sensor type
are automatically loaded at startup.

Figure 5: Sequence diagram for adding a new data source to the system. SP is a sensor
platform, IP is the integration platform and DB is the database.

The second service provided by the integration platform is the addition of new data. When
a data source is added, as described above, a unique identifier is provided. This identifier
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is then used for storing and associating data with an individual sensor. The sequence is de-
picted in figure 6 and the encrypted unique identifier is labeled "hash" in this figure.

Figure 6: Sequence diagram for adding new data to the system. SP is a sensor platform,
IP is the integration platform and DB is the database.

5.1.5 Subsystem: Network camera

The camera is an Axis P3367 fixed dome network camera which is capable of not only
recording video but also detecting movement [43]. For this thesis, the camera is used for
detecting movement at the right and left edges of the image. When such movement is
detected, an event is generated and sent to the integration platform. The code for the Axis
Camera implements a basic TCP server that listens for messages and then performs simple
analysis of the messages. When movement is detected in the right part of the image and
a few seconds later, movement is detected in the left part of the image, this is interpreted
as a person moving from the right to the left. No video data is stored for to preserve the
integrity of anyone passing by the camera.

5.1.6 Subsystem: Multiple Sensor Device

Two different MSDs were used, both are so called "Sensmitters" provided to us by Sigma.
Both Sensmitters gather the temperature, humidity and light levels of the immediate area.
In addition to these measurements, one of the Sensmitters also collect barometric pressure
while the other detects movement using infrared light. The MSD subsystem gathers data
from the MSDs, which use BLE to communicate with a smartphone. The smartphone
runs a specific application provided by Sigma that periodically stores data in a proprietary
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cloud service. The integration platform then requests the data from the cloud service every
five seconds and adds it to the database.

5.1.7 Subsystem: Wi-Fi monitor

The Wi-Fi monitor is used to count all devices, excluding access points, with Wi-Fi enabled
and within range. A Wi-Fi monitor is made up of wireless card capable of running in
monitor mode, software to listen to all Wi-Fi radio traffic in the vicinity and a computer
running the software. To enable monitor mode on the wireless card, a program from the
Aircrack-ng [44] suite called Airmon-ng [45] is used. The program Tcpdump [46] is then run
as a subprocess by the integration platform and is used for collecting Wi-Fi data packets.
A Python script filters the captured packets and extracts the necessary information, which
is the MAC addresses of devices in the vicinity.

Figure 7: A screenshot of the program Wireshark [47] displaying captured probe packets
from a Samsung Note 3 smartphone

Monitor mode means that the card is only used for receiving radio traffic and not for
transmitting any messages. In short, everything that the card can receive, it will receive.
When operating normally, only packets with the card as destination is received and for-
warded to the operating system. The captured packets are then searched for probe request
packets that devices periodically sends out when looking for nearby access points. The
MAC-address, included with each packet, is used as a unique identifier for every device so
that it is not counted twice.

If a device has not been detected for a few minutes, it is removed from the system, assuming
it has left the vicinity. Figure A.1 and figure A.2 in appendix A shows the difference
between a 5 minute timeout and a 30 minute timeout.

Device detection and removal was tested during development. The tests consisted of run-
ning the Wi-Fi monitor while a known smart-phone was associated with an access point,
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and running the monitor while the same known smart-phone was not associated with an
access point. Both cases resulted in detection and in both cases was the smart-phone
removed after turning off Wi-Fi completely.

The database only stores the number of devices reported from the Wi-Fi monitor. Also,
each MAC is encrypted using 128 bit MD5 hashing as soon as it enters the system, in order
to protect the security and integrity of the device’s owner.

5.1.8 Subsystem: Database

A database management system (DBMS) was used to store relevant information about each
sensor and the data gathered from them. There were primarily two alternatives; SQLite
and MySQL, both popular and free DBMSs. SQLite was chosen since it is lightweight
and fast which makes it a good choice for embedded systems such as the network camera.
For example, SQLite requires no server configuration and stores the database locally in
a file, making it highly portable. A downside is that SQLite has limited support for
threaded computing, which means the transaction of data from multiple sources needs
to be serialized programmatically. DBMSs such as MySQL are able to write data from
several sources simultaneously, which would greatly simplify the process of implementing
the subsystems [48, 49].

Some data sources, such as the Wi-Fi monitor, only sent one kind of data at a time. Others,
such as the MSDs, sent several different kinds of data. The database was designed with
this in mind, allowing a single device to have multiple sources of data, while also allowing
the user to perform detailed queries involving specific devices, types of data, time periods
and locations. The database was normalized in order to maximize performance, and avoid
unnecessary duplicate data. See figure 8 for the chosen data model.

Figure 8: The data model of the SQLite-based database. "PK" and "FK" stand for primary
key and foreign key, respectively.
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As seen in figure 8, there are six tables:

1. Source: Contains information about the individual devices, such as the company that
produces it, the serial number, the type of device (such as MSD, camera, or Wi-Fi
monitor), and the device’s current location. The primary key (PK) that identifies the
individual device consists of the company name and the value used by the company
to uniquely identify the device, such as its MAC address. The key is encrypted using
128 bit MD5 hashing. By using both the company name and the device ID, the risk
of duplicates is eliminated, even if the device ID for some reason were not unique.

2. Company: Contains the names and unique identifiers of all companies registered in
the database.

3. Data_source. Contains information about all registered data sources. A data source
can only send data about one type of measurement (temperature, humidity or other).
For example; if device A would send data about temperature and humidity, informa-
tion about A would be stored in Source, while Data_source would store the measure-
ments as two separate items. The table contains the type of measurement gathered,
and the unique identifier of the data source made from the company name, device ID,
and the type of measurement data stored. As with the Source primary key, this key is
encrypted. It is presumed a device does not have any duplicate sensors, such as two
or more temperature sensors. However, as long as they all have unique measurement
data types any number of data sources can be attached to a device.

4. Data_type: Contains the name and unique identifier of all registered data types.
This table is manually maintained, while the other tables are populated with data
sent from the devices and their associated software.

5. Data: Contains the data gathered about the data types by the sensor or sensors in
the devices. Every time device A sends data about temperature, the record automat-
ically receives an identifying integer value, and is stored as an individual data item
containing the ID, the hash value of the data source, the received value, the times-
tamp detailing when the data was recorded, and the current location of the device.
By including the data source hash value it is possible to identify which data source
and device the data stems from. The current location is copied from the Source table
at the time of writing. This ensures that if the device is moved the change will not
affect older data from the same data source.

6. Source_list: The table contains pairs of unique Source and Data_source identifiers.
It is used to identify which data sources belong to which devices.

When the platform starts up, it receives all relevant information about the compatible and
approved devices and data sources in the set location. After this initial setup, the devices
will send data either when the platform ask for new data, as with the MSDs, or whenever
new data becomes available, such as with the security camera used to monitor doorways.
Since the platform needs to be able to handle irregular, sometimes concurrent, transactions
of data a queue system was implemented to make sure there are no conflicts when storing
or reading data. SQL statements are simply added to a list which is iterated trough and
emptied periodically.

A number of queries used to analyze gathered data were written. The system is able to
run the queries at regular intervals and log the results, but since there are no actuators
connected the system does not make use the information. For this reason the queries were
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not executed during the stability and stress tests. However, they were used during the case
studies. The queries are:

Check room occupancy: The user specifies a location and two timestamps (date / hour
/ minute / second). The system then retrieves all camera events, such as people
leaving or entering the room, between the two timestamps. It then calculates the
sum of the events and returns the information. For example, if two people left the
room and three entered it during this period, the query returns "1". Of course, if it
is the other way around, the result is "-1". If assumed that the room is empty at
00:00 am, this query can be used to calculate the occupancy level of the location at
any given time of that same day.

Check temperature: The user specifies a location and the highest allowed room tem-
perature. The system then retrieves the latest stored temperature value from sensors
positioned at the given location. If the current temperature is higher than allowed,
another SQL query retrieves the current room occupancy level.

Since the database is stored locally, it is possible to search for data and perform analysis
when the system is not running.

5.1.9 Stability tests

During development of the prototype, after the database, integration platform and MSD
subsystems were implemented, regular stability tests were performed. These tests were
done by letting the system run for several days at a time in a controlled environment.

The tests resulted in several system crashes and at the beginning it was not possible to run
the system for more than 12-14 hours. Fortunately error logging had been implemented
and the cause of the problem was easily identified and fixed. The problem was insufficient
error handling in the code for the MSDs. During the last stability test, the system ran for
five days without any problems.

5.1.10 Simulations and stress test

A simple simulation data source was implemented. This data source starts a number of
threads and each thread adds new data to the system in intervals that are random within
a given range.

Experiments were then made where the number of threads was increased from zero in
intervals of 5 up to 50 threads, and then in intervals of 10 up to 120 threads. Each thread
added new data in randomized intervals of between 1 and 5 seconds. Each experiment
was left running for 120 seconds to allow the simulated sensors to add some data to the
database. The processor use of the integration platform process was monitored.

All measurements were performed with the integration platform running on a Raspberry
Pi Model B+ at 900 MHz and using Python 3.4.

The first measurements resulted in a loss of data when using many threads, data was
simply not added to the database as it should. The degree of data loss can be viewed in
appendix B, figure B.4. When using 120 threads, nearly 20% of measurements sent to the
integration platform were not added to the database.
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After the addition of a queue functionality to the system, the simulations were redone.
This time the number of threads started at 50 and was increased in intervals of 50 up to
700 threads. The results of these measurements can be viewed in appendix B, figure B.1
and B.3.

Figure B.1: The highest and lowest CPU loads in percentage, depending on the number
of threads used. The graph shows that the highest CPU load steadily increased with the
number of threads, reaching 95% when 700 threads were in use. In comparison, the lowest
CPU load increases at a slower rate, never reaching more than 18%.

Figure B.2: The SQL statement queue size after each test. This graph shows a steady
increase in average queue size, when cleared, with each added thread.

Figure B.3: The percentage of RAM used depending on the amount of threads. The graph
shows a very small growth in RAM usage with added threads. After the addition of the
queue functionality, not a single measurement sent to the integration platform was lost.
However, the new limit for what the system can manage is around 700 threads. With more
than 700 threads, the queue builds up faster than it can be processed.

5.2 Case studies

5.2.1 Case study in a controlled environment

The system was set up in a controlled environment, where only the researchers could walk
past the camera and PIR sensor. The camera and PIR sensors were placed so that only
a single person could pass them at any time. One person went past the motion detectors
ten times each. Afterwards, the database showed that both the camera and PIR sensor
had caught every event, and sent the data to the database successfully. The camera would
accurately detect a person, whether they moved from the left to the right, or the other
way around. Tests showed that neither the camera nor the PIR sensor sent false positives
when no one passed by the sensors. The two MSDs are configured so that they gather
equal values for any sensors they both have, such as temperature and humidity sensors, if
they are placed in the same spot.

5.2.2 Case study in a real-life environment

The system was set up and left running for 6 hours in a real-life environment. The room,
a computer lab at Malmö University, was actively used by students during the experiment
and the measurements gathered from the MSDs are listed here. One MSD was placed on
a table where a student would normally sit. The other, with a PIR sensor, was placed in a
doorway connecting the two rooms of the lab, close to the floor. Data was collected from
the MSDs with a five second interval. The camera was placed by the entrance, where it
was supposed to count all students entering and exiting the lab. Unfortunately no useful
data was gathered from network camera during this experiment due to network issues. The
approximate number of people during time periods was however noted manually. Only one
Wi-Fi monitor was used during the case study since one was enough to monitor the area.
The monitor was placed by the entrance, next to the camera. With the exception of the
camera the system ran for the entire case study without incident.
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During the first two hours there were on average 4 people in the room, during the second
two hours there were on average 10 people, and during the final two hours there were
on average 17 people. Graphs showing data gathered during the day can be viewed in
appendix C. They are:

Figure C.1: The number of people passing by the doorway with the PIR sensor. The
sensor did not differentiate between people entering or exiting the room. During the first
hour and a half (5400 seconds) there was not much activity, but afterwards students were
constantly moving between the two rooms. The integration platform downloaded data
from the cloud service storing the PIR values without checking if the stored data had been
updated. To avoid any duplicate values during analysis, all rows with duplicate time values
were removed. According to the sensor data, 247 people passed the door during the six
hours. That is on average 41 people an hour.

Figure C.2: The temperature measured by the two MSDs. The temperatures (in degrees
Celsius) only changed insignificant amounts during the study. However, there was a dif-
ference of almost one degree between the two MSDs, with the one close to the floor having
the lower temperature.

Figure C.3: The humidity level of the room in percentage. During the first hour and a half,
the humidity decreased slightly. Then it increased during the second third of the period,
until staying relatively stable during the last two hours.

Figure C.4: The atmospheric pressure in BAR. The pressure stayed almost perfectly still
during the entire test.

Figure C.5: The number of Wi-Fi enabled devices detected by the Wi-Fi monitor. The
data was updated once every five minutes. The device count fluctuated quite a bit, with
constant and noticeable peaks and dips. At the beginning of the test, the number of devices
went from 600 to over 900 in a small amount of time, then back to 600 directly afterwards.
During the middle of the period the values were relatively stable, with around 400 devices
detected. At the end of the test, the amount had decreased to around 300.

5.3 Using a network camera as the system host

Some parts of the system were ported to C, which enabled them to be compiled for and
then run on the network camera. The ported subsystems were the integration platform,
the database and the MSD module. For full details of the system, see section 5.1.

The network camera is based on the MIPS architecture, which is different from most
personal computers. In order to use a PC with an x86-64 architecture to compile code for
a machine with MIPS architecture, a process known as cross compiling is needed. A cross
compiler is a compiler capable of producing code intended to run on a different platform
than the one that the compiler is running on.

All libraries used must also be compiled for the target platform and then linked when cross
compiling. The database subsystem requires SQLite and the MSD module requires "Curl"
to connect to the cloud service. This means that both SQLite and Curl had to be cross
compiled before the project code could be cross compiled. Curl is described below:

Curl is a command line tool and library for transferring data with URL syn-
tax, supporting DICT, FILE, FTP, FTPS, Gopher, HTTP, HTTPS, IMAP,
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IMAPS, LDAP, LDAPS, POP3, POP3S, RTMP, RTSP, SCP, SFTP, SMB,
SMTP, SMTPS, Telnet and TFTP [50].

The system was finally tested on the network camera and was able to run, read MSD data
from the cloud service, and add the data to the database.

Figure 9 displays the results of a benchmark run on both the Raspberry Pi and on the
Axis Camera. The benchmark allows the comparison of performance on a Raspberry Pi
and the network camera. From the graph we see that the Raspberry Pi is almost 17 times
faster when performing floating point operations and 4 times faster when performing fixed
point operations.

Figure 9: Benchmark of Raspberry Pi Model B+ (Rpi) and Axis Camera (Axis). The
figure shows execution time of the benchmark using floating point operations (Rpi F, Axis
F) and using fixed-point operations (Rpi I, Axis I). Lower is better.

28



6 Discussion

In this chapter the test results are discussed, and if the system prototype satisfies the
system requirements. The feasibility of using a network camera to host the prototype is
also discussed.

6.1 Discussion of test results

In chapter 5, sections 5.1.9 - 5.3 results from stability tests, scalability tests, and case
studies were presented. In this section, these results are discussed.

6.1.1 Stability test

During development the system was regularly tested for stability. Stability was one of the
system requirements and important if the system was going to be used in an extended
experiment setup. The system was set up and left running during extended periods of
time in an apartment.

Stability issues could be noted and the bugs that caused them could easily be fixed before
the system was once again tested for stability. Testing the stability during development
was in retrospect a very good idea. This ensured that the system would be able to run
during the final experiment setup. Had the system stability not been tested beforehand
the stability issues would be noticed first during experimentation runs which could have
delayed the project considerably.

6.1.2 System scalability

With our current setup, running on a Raspberry Pi the system can manage about 700
simulated sensors adding data very frequently (1-5 second intervals). This is visible from
the results presented in section 5.1.10. The system we have implemented is well suited for
gathering real time data from a room, a floor or even a smaller building. For some types of
sensors, less frequent measurements can be suitable. The temperature in a room does not
fluctuate frequently and one measurement per minute or even five minutes would certainly
suffice.

Our centralized system is capable of 700 sensors adding data frequently. The work by
Bin et al., described in section 3.5, discuss solutions involving up 700000 sensors adding
data every second. The approach we use have similarities with the multi-layer approach
that Bin et al. describe. Our results are consistent with some of the problems Bin et al.
describe with a centralized model; the limited hardware capabilities of a Raspberry Pi or a
smart network camera is only sufficient to manage a smaller set of real time sensors.

6.1.3 Case studies

The controlled environment case study (section 5.2.1) showed that the system could gather
and store data from every sensor, and that both the PIR motion sensor and network camera
worked as intended during ideal conditions.
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The results of the real-life case study (section 5.2.2) show that the PIR sensor from one of
the MSDs efficiently picked up on people passing by it. The data gathered from the sensor
seems probable. However, we should have validated the number of people detected, using
another PIR sensor, but we did not have one at hand. Unfortunately connection issues
during the real-life test made it impossible to use the network camera. If two PIR sensors
had been used, they could have been placed on opposite sides of the doorway. Not only
could the extra sensor have been used to validate the data, but also to calculate whether
a student moved in or out of the room, a technique inspired by the articles by Wahl et al.
(see section 3.6). If both the camera and two PIR sensors had been available, we could
have compared their data. Both the camera and PIR sensors seem to have a lot of potential
when it comes to keeping track of people’s movement in a building. However, more case
studies and data are needed to validate this.

The temperature sensors in the two MSDs had different values throughout the entire study.
Since they were placed in different positions it is apparent that the position of the sensors
is important. According the MDSs, the humidity of the room increased somewhat during
the day, which seems probable, since the number of people present in the room increased
during the day. The case studies show that the MSDs can be used to gather data that were
deemed relevant to building management systems. But for the data to be useful, real-time
analysis of the data is needed.

As we can see from our measurements in appendix A and appendix C, figure C.5 the Wi-Fi
monitor does not give a satisfactory estimation of the number of devices in the vicinity.
The values fluctuate frequently because some far away devices have a very weak signal
which does not reach the monitor most of the time. This is true both when the timeout
is set to 5 minutes (figure A.1) as well as when the timeout is set to 30 minutes (figure
A.2).

However the two timeout settings give very different device counts. This is again because
of far away and faint signals being allowed more time between "check-ins" before being
dropped with a 30 minute timeout than with a 5 minute timeout. The use of the Wi-Fi
monitor, as we have implemented it, for precisely estimating the number of devices is not
a very good idea.

The measurements from Wi-Fi monitors can be useful when compared to each other.
Measurements from multiple Wi-Fi monitors at different locations within an area can be
used to compare how crowded an area is relative to the others. Measurements taken from
the same Wi-Fi monitor at different times can be used to determine when an area is more
crowded and when it is less crowded.

There is room for improvement regarding the Wi-Fi monitors. As described in section 3.3,
Musa and Ericsson have a few suggestions which might improve the performance of Wi-Fi
monitors. Musa and Ericsson describe a process of sending messages to devices in order
to in turn promote wireless traffic from the device [15]. A possible improvement on the
Wi-Fi monitors is to send messages periodically to devices and, if no response is detected,
more effectively remove them from the system. Further work and experimentation in this
area is needed.
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6.2 Does the prototype meet the system requirements?

In this section it is discussed whether or not the prototype system developed for this thesis
satisfies the requirements listed in section 5.1.2.

Functional requirements

1. The system will never store duplicates of data sources, since the database uses pri-
mary and foreign keys to avoid this. The database will reject any attempt to register
a duplicate. See section 5.1.8.

2. The system never counts the same data source twice. The process for adding new
sensors ensures this. See figure 5.

3. It is possible to perform analysis at any time. However, at the moment the system
only uses two simple queries. They are more a proof of concept than a full-fledged
analysis subsystem 5.1.8.

4. The Wi-Fi monitors can detect devices as intended, see 5.1.7 for a description of tests
made to verify this.

5. The Wi-Fi monitors does not count the same device twice since it uses the MAC as
a unique identifier for each device. See 5.1.7

6. The implementation of the Wi-Fi monitors and the system as a whole safeguards
personal integrity. See 5.1.7 for details of the implementation.

7. The Wi-Fi monitor hardware was compatible with Linux and able to run in monitor
mode. If it had not been, none of the tests described in 5.1.7 would have been
possible.

8. The data sources can send data to the integration platform at any time.

Non-functional requirements

1. The system was scalable, but not up to 1000+ sensors. With more powerful hardware,
this would have been a possibility. Results of scalability tests are found in section
5.1.10.

2. The system is sufficiently reliable. Section 5.1.9 describes the stability tests per-
formed to verify this.

All system requirements were met, except requirement number 1, which was partly met.
Requirement number 1 is dependent on hardware. If the integration platform had been
hosted on more powerful hardware than the Raspberry Pi the system could theoretically
manage more than 1000 real time sensors. However, as the hardware of the network camera
is even more limited than a Raspberry Pi, perhaps it is simply not feasible with today’s
hardware to expect thousands of real time sensors managed by such a small device as a
Raspberry Pi or smart network camera.

6.3 Can the system run from a network camera?

According to our results, the use of a network camera as the host of the system is possible.
During scalability simulations (section 5.1.10) it was evident that the system we designed is
efficient enough to run on the camera. The system was partly ported to C, cross compiled,
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and successfully run on the network camera. It could gather and store data from the
MSDs (section 5.3). The port included the database, integration platform, and MSD
module.

As seen in section 5.3, figure 9, the Raspberry Pi which we used as a host for our full
system, is up to 17 times faster than the network camera. However, when using fixed-point
operations the Raspberry Pi is only 4 times faster. Care must be taken in minimizing the
number of floating point operations if the system is ported to the network camera. If
this can be done, the camera should be able to manage approximately 25% of the sensors
that the Raspberry Pi could manage. Given that figure B.1 indicates that the Raspberry
Pi can manage about 700 simulated sensors. We estimate that the network camera can
realistically manage 175 sensors adding data in intervals of between 1 and 5 seconds. To
be entirely sure, we would need to port the whole system prototype to the camera, and
perform the same stress tests and case studies.

The tests that were performed showed that the network camera is a possible host and
controller of a smaller smart building management system.

6.4 Vertical and horizontal scaling

As briefly mentioned in the previous section, and in section 6.1.2, the system is suitable for
running on a smart network camera up to a system size of about 175 real time sensors. To
raise the capabilities of the system further, vertical scaling (using more powerful hardware)
could be used. Since even the very limited hardware of a Raspberry Pi could manage 700
sensors, a modern computer should be able to manage thousands of sensors.

Another solution would be to distribute the system, to scale horizontally. As described in
section 2.1.3 and section 3.5, distribution is preferable for IoT systems. Distribution makes
the systems both very scalable as well as very robust. If a node ceases to work correctly,
the system can still continue with its intended purpose. Distribution gives an IoT system
the ability to handle the massive amounts of data gathered and processed.

The system we have designed could be refitted and instances of our integration platform
(see section 5.1) could be used as nodes in a larger distributed network. Multiple net-
work cameras, each running an instance of our integration platform, could work together.
This would allow each camera to gather and analyze a small amount of data and then
communicate with other instances of the integration platform.

It is possible that the system would have been better optimized if we had made use of
design patterns throughout the development process. However, since there were so many
unknown factors when development began, such as which kinds of sensors would be used,
we had difficulties deciding which pattern or patterns would best suit our needs. The
focus of this project was not to produce a fully optimized system based on well-known and
tested design patterns, but to investigate the feasibility of running a building management
system on the limited hardware of a network camera. However, if we would develop a
similar system in the future, our new found experience and knowledge would make the
selection of patterns simpler, which could lead to a better optimized and more scalable
system.
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7 Conclusions

By using different kinds of sensors, it is possible to gain useful data and information, which
can be used to automate processes and decrease the waste of resources. This thesis focused
on investigating the feasibility of using a smart network camera as the host of a system
gathering, storing and analyzing sensor data usable for building management.

7.1 Process

First a literature study was performed. With the study as a foundation, a conceptual
framework was written, together with the system requirements. Also, at that stage it
was decided which sensors to use. Afterwards a prototype system was designed, and built.
Simulations and case studies were used to evaluate the prototype against the requirements.
After the prototype had satisfied the requirements, select parts of it were ported to the
network camera. Tests were performed to ensure basic functionality.

7.2 Findings

The system architecture we designed is suitable for building management systems requiring
a few hundred real time sensors. It can be scalable with the use of more powerful hardware.
With less powerful hardware, such as a network camera, using around 100-175 real time
sensors is more realistic. If more sensors are required, or the system is deployed on a larger
scale, distribution of both data gathering and data analysis is recommended.

The results show that a smart network camera can be used as a host for a building man-
agement system. However, since the number of sensors is limited due to hardware reasons,
the system should be distributed. One possible solution would be creating a network of
cameras, each running an instance of the system, and covering a certain area. This would
increase scalability and also make the system more robust, since the system would still
function as a whole even if an individual camera were to suffer hardware failure.

Wi-Fi monitors can be useful for roughly estimating the crowd density of an area at
different times. This could potentially be used for comparing crowd densities in different
areas at different times, and estimating how people move between areas throughout a day.
However, Wi-Fi monitors are not ideal for actually counting the number of people in an
area, since they are too inaccurate.

7.3 Further work

This thesis focused more on the gathering and storing of data than analysis of data. Fur-
ther work will be necessary before the prototype can be used as a full-fledged building
management system.

The prototype can gather and store necessary data, and it is possible to perform analysis.
However, at the moment the analysis is limited. More research about different ways of
combining and analyzing the data, and its possible uses, is needed.

Right now the most basic functionality has been ported to the network camera. Further
work could entail porting the rest of the subsystems, such as the camera people counter
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and the Wi-Fi monitor. After that, similar stress tests and case studies used to evaluate
the system prototype can be used to evaluate the camera prototype.

Since the number of sensors used is limited due to the processing power needed to gather
data from them, it is advisable to look for more effective ways to perform database trans-
actions. It is possible another DBMS than SQLite would work better, as well.

As discussed in section 6.4, horizontal scaling is preferable for IoT systems. It would be
interesting to research and add functionality for distributing the system to the integration
platform and run the system on multiple network cameras which would work together
and coordinate work between themselves. There is also a need to research and test which
kind of distributed system (semi- or fully distributed) would be preferable for a building
management system. No matter which kind, a distributed solution could be the key to
extending our initial work into a system that satisfies the strong scalability requirements
of IoT systems such as this.

In future projects, design patterns should be used in order to develop a better optimized,
and more stable, system with increased scalability.

7.4 Contributions of this thesis

The main contribution of this thesis is the acquired knowledge of when a smart building
management system can use a centralized architecture and when it should use a distributed
architecture. The use of limited hardware, such as a smart network camera, as the possible
host for a building management system has been investigated. The test results show that
using a network camera as a host is a possibility, but only up to a certain system size. It is
possible to increase scalability by using more powerful hardware, but a preferable method
would be to distribute the workload across several host cameras. A building management
system, consisting of a distributed network of smart network cameras and sensors, could
be both scalable and reliable.
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A Wi-Fi monitor graphs

Figure A.1: The number of devices counted during a period of approximately 10 hours,
with a 5 minute timeout.
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Figure A.2: The number of devices counted during a period of approximately 12 hours,
with a 30 minute timeout.
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B Simulation graphs

Figure B.1: The minimum and maximum CPU load of the system.
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Figure B.2: The average number of items in the SQL statement queue when the queue was
cleared by the system.
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Figure B.3: The RAM usage of the system.

43



Figure B.4: Percentage of lost values without a SQL statement queue.
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C Case study graphs

Figure C.1: Number of motion detections at doorway.
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Figure C.2: Temperature (degrees Celsius) at floor level (lower plot), and at table level
(upper plot).
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Figure C.3: Humidity level in the room.
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Figure C.4: Pressure in room.
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Figure C.5: Wi-Fi enabled devices detected by the Wi-Fi monitor.
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