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ABSTRACT 

The growth and presence of heterogeneous connected devices in-
side the home have the potential to provide increased efficiency 
and quality of life to the residents. Simultaneously, these devices 
tend to be Internet-connected and continuously monitor, collect, 
and transmit data about the residents and their daily lifestyle activ-
ities. Such data can be of a sensitive nature, such as camera feeds, 
voice commands, physiological data, and more. This data allows 
for the implementation of services, personalization support, and 
benefits offered by smart home technologies. Alas, there has been a 
rift of security and privacy attacks on connected home devices that 
compromise the security, safety, and privacy of the occupants.  

In this thesis, we provide a comprehensive description of the 
smart connected home ecosystem in terms of its assets, architec-
ture, functionality, and capabilities. Especially, we focus on the da-
ta being collected by smart home devices. Such description and or-
ganization are necessary as a precursor to perform a rigorous secu-
rity and privacy analysis of the smart home. Additionally, we seek 
to identify threat agents, risks, challenges, and propose some miti-
gation approaches suitable for home environments. Identifying 
these is core to characterize what is at stake, and to gain insights 
into what is required to build more robust, resilient, secure, and 
privacy-preserving smart home systems. 

Overall, we propose new concepts, models, and methods serving 
as a foundation for conducting deeper research work in particular 
linked to smart connected homes. In particular, we propose a tax-
onomy of devices; classification of data collected by smart connect-
ed homes; threat agent model for the smart connected home; and 
identify challenges, risks, and propose some mitigation approaches. 
 
Keywords: Smart Connected Homes, Internet of Things, Smart 
Home Devices, Data Lifecycle, Security Risks, Privacy Manage-
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ment, Vulnerability Assessment, Security Mitigations, Threat 
Agents, Smart Home Services, System Architecture. 
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1. INTRODUCTION

“Wireless cameras within a device such as the fridge may record the 
movement of suspects and owners. Doorbells that connect directly to 
apps on a user’s phone can show who has rung the door and the 
owner or others may then remotely, if they choose to, give controlled 
access to the premises while away from the property. All these leave a 
log and a trace of activity.”  

  -- Mark Stokes 

In 1991, Mark Weiser, introduced the term of ubiquitous, also known 
as pervasive, computing in his seminal paper “The Computer for the 
21st Century” [1]. His vision was that computing should be integrated 
seamlessly in the background, allowing people to employ it when need-
ed without shifting their attention from their main tasks. Eight years 
later, the idea of Internet of Things (IoT) was introduced by Kevin Ash-
ton while working on the Auto-ID Center at the Massachusetts Institute 
of Technology. Ashton originally coined the term “Internet of Things” 
in a presentation he made at Proctor & Gamble (P&G), where he made 
the first association between the new idea of Radio Frequency Identifi-
cation in P&G’s supply chain and the emerging Internet [2]. 

The Internet of Things (IoT) can be thought of as a computing para-
digm where physical objects (e.g., devices, vehicles, and buildings) are 
augmented with identifying sensing/actuation, storing, networking, and 
processing capabilities, allowing them to communicate with each other 
and with other devices and services over the Internet to accomplish 
some objective [3]. These objects are typically referred as smart objects, 
smart devices, or simply as connected things. Smart objects can interact 
with other smart devices and people, and can collect information from 
their surroundings and exchange data with each other including remote 
servers on the Internet. Because of their capability to make sense of and 
leverage their environment, these objects are often called “smart” and 
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can enable context-aware automation without human operation in near-
ly every field.  

Smart homes is a domain of IoT, essentially an automated building, 
composed of a network of devices that provide “electronic, sensor, 
software, and network connectivity inside a home” [4]. This setup gives 
the residents the ability to get information, control, and automate dif-
ferent parts of the home and improve the quality of daily chores in a 
household possibly from anywhere and at anytime, typically over the 
Internet through a smartphone application [5]. As smart home technol-
ogy has evolved, smart devices have been networked to form smart 
home ecosystems. These ecosystems have enabled smart devices to com-
bine efforts and provide benefits beyond just convenience [6] including 
that of enhancing the residents security/safety, entertainment, 
health/fitness, and overall the quality and efficiency of occupants’ lives. 
In our work, we refer to IoT-based smart homes as smart connected 
homes.  

In recent years, the development of the IoT and smart connected 
homes, has been gaining increasing momentum due to a range of ad-
vancements in wireless protocols, sensors, processors, data analytics, 
cloud technologies, and widespread availability of smartphones. Some 
survey studies, in particular Gartner [7], estimate the amount of con-
nected devices to increase from about 11 billion in 2018 to 20 billion by 
2020 with consumer devices representing the largest group. In terms of 
amount of smart home devices there were about 33 million Wi-Fi ena-
bled devices being shipped globally in 2016, and this figure is expected 
to increase to 320 million by 2020 [8]. These estimations are graphically 
depicted in Figure 1 (the figure is an adaptation of [8]). In reality, the 
total amount of shipped devices is more than the previously cited statis-
tic when device types supporting other protocols, such as Bluetooth, are 
factored in. Indeed, some analysts estimate that an average household 
could contain over 500 smart objects by 2022 [9]. Noting the potential 
of the market, commercial Information and Communication Technolo-
gy (ICT) organizations like Google, Apple, and Samsung have started to 
show interest in the technology launching their own products, e.g., Nest 
smart thermostat, platforms, e.g., Apple HomeKit, and communication 
protocols, e.g., Google Weave, to compete on the market for building 
the next smart home ecosystem. Today, the IoT is part of daily life, with 
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smart assistants like Siri and Alexa being added to toasters, thermostats, 
lights, and the list goes on.  

1.1 Research Objectives 
 
The home locks within a digital trove of sensitive personal data. This 
data are collected by smart devices that tend to lie in close proximity to 
the users but are often transmitted to the Internet and remote cloud ser-
vices. In fact, smart devices have been shown to be able to collect a di-
verse and increasing range of user information, including sleeping pat-
terns, exercise routines, medical information, and more [10] [11]. As the 
number and type of smart home ecosystems and the data being generat-
ed by them are increasing at a fast pace, so are the risks and challenges 
introduced by these devices. Simultaneously, it also becomes increasing-
ly harder to gain a deeper understanding of the smart connected home 
ecosystem especially in terms of its technical composition, supported 
functionality, and the type of data it deals with.  

Such comprehension is necessary to build a more robust, resilient, se-
cure, and privacy-preserving smart connected home. Likewise, it is 
needed as a precursor to perform a comprehensive security and privacy 
analysis of the smart connected home. Complicating this is the fact that 
the smart home market is fragmented with a diverse selection of un-
standardized devices and a broad spectrum of stakeholders that operate 

Figure	 1.	 Shipments	 of	 units	 of	Wi-Fi	 enabled	 smart	 home	 devices	 worldwide	 from	
2016	to	2020.	
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without security and privacy expertise. Moreover, research work in the 
smart home field is being segmented by multiple academic disciplines 
such as networking, ubiquitous, and mobile computing each bringing 
their own concepts and assumptions. Together, these factors increase 
the difficulty of attaining a common understanding of the smart home, 
and also add to the creation of different vulnerabilities and risks. 

In relation to this, we are interested in organizing commercial smart 
home devices in a systematic manner, surveying their technical capabili-
ties, and identifying data being collected by them. These components are 
pivotal for developing a rigorous analysis of the smart connected home 
environment. Additionally, we identify threat agents, vulnerabilities, 
risks, and propose some mitigation approaches suitable for home envi-
ronments. Identifying these is core to characterize what is at stake, and 
to gain insights into what is needed to bolster security and privacy in 
smart home systems. By recognizing what is being exploited by attacks, 
we also contribute to raising awareness and motivating discussions 
about security and privacy challenges that IoT technologies bring forth 
to the home environment and to our society in general. 
 
1.2 Research Questions 
 
In this thesis we want to answer the following main research questions: 
 
RQ1: How can smart connected home devices and the data collected by 
them be categorized? 
 
RQ2: What security and privacy risks does the introduction of IoT 
technologies inside the home bring to the residents? 
 
RQ3: What are the characteristics and challenges in mitigating security 
and privacy risks in smart connected homes?  

 
RQ1 lays out the technical composition of a smart connected home in-
cluding its devices and data. Classifying and grouping the different de-
vices and data types is key for reasoning about security and privacy, es-
pecially for conducting risk assessments. RQ2 deals with the investiga-
tion of security and privacy risks associated with the installation and use 
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of smart home products. Especially, we seek to explore both actual and 
probable attack scenarios, and likewise motivations and capabilities re-
quired to perform attacks on smart homes. This is especially important 
to better understand what assets are being targeted and likewise to ob-
serve the effort involved in building effective security strategies. RQ3 
examines the characteristics of IoT environments, in particular the chal-
lenges that hinder or make the design of effective security safeguards 
particularly difficult to implement in smart home environments. At the 
same time, in RQ3 we aim to identify and discuss mitigations working 
at different architecture layers of the IoT-based home. Recognizing the 
current mitigations is core to assess what has been done therein and 
what remains further to be done to build more secure and privacy-
preserving smart home systems. 

 
1.3 Contributions 
 
Overall, our main contributions to the research community with this 
thesis are summarized as follows: 
 

i. A taxonomy and quantitative analysis of devices in smart connect-
ed homes; 

ii. An analysis and classification of data collected by smart connected 
homes; 

iii. A threat agent model for the smart connected home; 
iv. Identification of state-of-the-art security challenges and their miti-

gations in smart connected homes. 
 
Contribution i) and ii) are the answer to RQ1. Essentially, the taxono-
my of devices created as part of contribution i) serves as input to the da-
ta categorization as is needed for contribution ii). Contribution iii) an-
swers RQ2 by proposing a new threat agent model identifying different 
malicious intruders, risks, and typical compromise methods used by 
each threat agent. Contribution iv) is proposed as an answer to RQ3. In 
this regard, contribution iii) is also considered a pivotal component in 
answering RQ3.  

The contributions above are elaborated on in Chapter 4 of this thesis.  
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1.4 Thesis Outline 
 
We divide the thesis into two parts: Part I: Thesis and Part II: Publica-
tions. In Part I, we provide an extensive introduction to the thesis area 
and summarize answers to the posed research questions. In Part II, we 
include the six publications that form the actual research of this thesis. 
An outline of Part I is presented below:  
 
Chapter 1: Introduction. The first chapter presents the theme of the the-
sis and introduces the research questions and motivation of the thesis.  
 
Chapter 2: Central Concepts. The second chapter introduces the con-
ceptual framework to understand the rest of this thesis. This includes a 
short history of smart homes, primer of smart home technologies, and 
fundamental notions connected to security and privacy. 
 
Chapter 3: Research Methodology. The third chapter describes the 
methodology that has been applied during the research process of this 
thesis.  
 
Chapter 4: Contributions. The fourth chapter presents the main contri-
butions to the research community mapping them to the posed research 
questions. 

 
Chapter 5: Discussion. The fifth chapter discusses the relevance of our 
findings and some implications of our contributions.  
 
Chapter 6: Conclusions and Future Work. The sixth chapter concludes 
the thesis, summarizing it and identifies some opportunities for future 
work. 
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2. CENTRAL CONCEPTS 

“If you know the enemy and know yourself, you need not fear the re-
sult of a hundred battles. If you know yourself but not the enemy, for 
every victory gained you will also suffer a defeat. If you know neither 
the enemy nor yourself, you will succumb in every battle.”  
                                                         -- Sun Tzu 

 
2.1 Smart Connected Homes  
 
There is no generally standard definition or consensus of what a “smart 
home” is. The definition of the term varies according to the technology 
or the functionality the home implements. In fact, several alternative 
names have been used across the years to refer to the smart home, e.g., 
“intelligent living”, “digital house”, “smart environments”, and more 
[12]. A common, simple, and well accepted definition has been devel-
oped by the UK Department of Trade and Industry (DTI). The DTI’s 
Smart Home project defined a “smart home” as: “A dwelling [resi-
dence] incorporating a communication network that connects the key 
electrical appliances and services, and allows them to be remotely con-
trolled, monitored or accessed.” [13].  

While DTI’s definition works for most smart home scenarios, nowa-
days homes are evolving into smart living spaces or ecosystems incorpo-
rating diverse services such as optimized entertainment, security/safety, 
energy management, and more. Furthermore, in addition to the automa-
tion and control aspects, smart homes are also providing proactive ser-
vices, e.g., providing timely physical support, to the residents through 
sensor technologies and sophisticated algorithms based on artificial in-
telligence and machine learning.  
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2.2 Smart Connected Home Evolution 
 
The history of smart home technology goes back many years. In fact, 
the actual term “smart home” was originally coined by the American 
Association of House Builders in the year 1984 [14]. 

Although the concept of a smart home has been around for a while, 
the smart home has only taken momentum in recent years. Here an im-
portant milestone for making the development of smart home technolo-
gy a reality was when electricity was brought to households in the be-
ginning of the 20th century [15]. Electricity stimulated the introduction 
of new equipment in the home, e.g., electrical machines and domestic 
appliances.  

Another important landmark, introduced in the last quarter of the 
20th century, was the introduction of information technology in the 
homes. This created new possibilities for exchanging information spark-
ing the evolution of smart home technology [15].  

More recently, we observe another important milestone in the smart 
home evolution brought about by the IoT and the ensemble of technol-
ogies surrounding it, in particular innovations in sensors and microelec-
tronic devices.   
 
2.2.1 Pre-IoT Smart Connected Homes 
 
The first smart home devices emerged in the late 1960s with the inven-
tion of the Electronic Computing Home Operator (ECHO IV) and 
Kitchen Computer [16]. The ECHO IV was used for family bookkeep-
ing, inventory taking, and climate control [17]. A year later, the Kitchen 
Computer came out. This machine allowed people to store recipes [18].  

In the 1970s, X10, was established and was used as a standard com-
munication protocol for wiring houses for home automation. This is of-
ten touted as the ancestor of home automation. 

When “personal computers” appeared in the consumer market in the 
late 1970s, controlling and automating home appliances was mainly 
conducted by hobbyists in Do-It-Yourself (DIY) projects [19]. Here, 
some form of remote control was possible by decoding Dual-Tone Mul-
ti-Frequency (DTMF) signals through telephone lines [20]. However, 
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the turning point in smart home development occurred when the domes-
tic Internet, appeared on personal computers in the mid 1990s [21].   

At the same time, in the 1990s, ubiquitous computing technologies 
arose. Using these technologies, researchers started developing smart 
home projects all across the globe [22]. In the majority of the cases these 
homes were real-life living space testbeds [22].  

We refer to these types of systems as “smart homes”. Such systems 
tend to use proprietary protocols, offer no or rather limited integration 
facilities, and allow few control options to end-users, typically limited to 
local (in-house) control and using specific controllers.  
 
2.2.2 IoT-based Smart Connected Homes 
 
In recent years, the IoT became a commercial reality allowing for home 
devices to be remotely observed and controlled through the Internet. 
Hereunder, is a chronological list of some of the most popular commer-
cial smart home systems appearing in the consumer market in 2010 and 
onwards: 

In 2010, the Nest Learning Thermostat [23] (nowadays owned by 
Google) enters the smart home scene. This device functions as a smart 
thermostat learning the residents’ preferred house temperature and ad-
justing it automatically. Nest is sometimes identified as the flagship 
product that introduced the era of the (modern) smart home [24].  

In 2013, Microsoft launched “Lab of Things” [25]. This is an open-
source platform that eases the process of interconnecting smart home 
devices together and implementing application scenarios or workflows.  

In 2014, SmartThings (later acquired by Samsung) issued a device 
that functioned as a residential gateway (sometimes called hub or home 
controller) linking together nearly every connected gadget at home [27].   

In 2015, Apple released HomeKit [26]. This is a developer framework 
and an interoperability protocol that allows different devices to com-
municate with each other. 

In 2016, Amazon launched a smart speaker system – Amazon Echo –  
that could be used to control the smart home by using the voice as an 
input channel and providing a full ecosystem of programmable skills 
(capabilities).  
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Later, as competition arose, Google released Google Home. Just like 
Amazon Echo, Google Home also acts as an intelligent (digital) personal 
assistant allowing for home automation and other things such as search-
ing the web, get a personalized daily briefing, checking weather report, 
etc., by speaking a command to the device. 

We refer to these types of systems as “smart connected homes”. These 
systems tend to be Internet-connected, feature multimodal user interface 
channels, various networking protocols, and “intelligent” logic making 
it possible to make some autonomous decisions.  

The focus of our work is on this category of smart homes.  
 
2.3 Existing Systems 
 
Several smart home projects have been conducted over the last several 
decades conveying different ideas, functions, and utilities. We divide 
these systems into two types: systems that are essentially laboratory sys-
tems and commercial systems. Laboratory systems are fundamentally 
used for research purposes and often involve dedicated housing facili-
ties, whereas commercial systems involve platforms and off-the-shelf 
products retrofitted into actual finished homes.  
 
2.3.1 Laboratory Systems  
 
Over the last decade, a number of smart home live-in laboratory or ex-
perimental houses have been built [14]. Many of these projects were ini-
tially developed to study human behavior and in-home automation. 
Typically, this involved monitoring and recording of activities and in-
teractions of residents in a purposely designed setup. Some prominent 
examples are: Aware Home project [28], MavHome project [29], Ga-
torTech Smart House project [30], House_n project [31], and PlaceLab 
[32].  

Most of the mentioned systems are linked to the pre-IoT smart con-
nected homes. In general, these are essentially test-beds for technological 
components and an early attempt to bring the ubiquitous computing 
paradigm into the home.  
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2.3.2 Commercial Systems 
 
Nowadays, there is a growing trend of developing ready-to-use off-the-
shelf solutions. These are sometimes referred to as smart home gateway 
(hub) ecosystems. Here, the idea is to provide the residents with a cen-
tral hub that is capable of connecting and interacting with various smart 
devices present in a home.   

Various large manufacturing companies have launched similar prod-
ucts such as Samsung Smart Home, Google Home, Apple HomePod, 
and many more. Most of these systems leverage the cloud infrastructure 
to deploy their services. Another characteristic of these systems is that 
they support a number of different applications (beyond that of home 
automation), tend to be programmable, and allow end-users options to 
customize them according to their liking.  

In comparison to the laboratory systems, commercial systems tend to 
be installed (or rather retrofitted) in actual residences. Here, the resi-
dents (or rather the homeowner) tend to have an active role to select 
and bring into their household the technology they want and oftentimes 
install it themselves without relying on a professional user [33]. In com-
parison to the laboratory systems, commercial systems bring forth add-
ed complexities (e.g., in relation to the sophistication of the underlying 
and evolving technologies), new dynamics (e.g., in relation to the eco-
system of stakeholders, assets, and services), and likewise challenges 
(e.g., given the plethora of unregulated and unstandardized devices and 
services). Thereby, this raises more research opportunities to the aca-
demic and industry communities. 

Given these factors, in our work, we put our attention on commercial 
systems. These systems are associated with the IoT-based smart con-
nected homes we explored earlier.  
 
2.4 System Properties 
 
In this section, we describe the applications, generic architecture, and 
technical specifications of smart connected home systems.  

 
 



 

29 
 

2.4.1 Applications 
 

	

	Table	 1.	 Smart	 connected	 home	 application	 areas	 and	 examples	 of	 device	 and	 data	
types.	

The smart connected home encloses multiple applications belonging to 
the different areas. Common application areas include: energy, enter-
tainment, security, and healthcare [34]. In smart connected homes, the 
smart devices form the core of the concept, as they create the founda-
tion of the user experience.  

There is a remarkable number of smart devices available in the mar-
ket. These devices, in particular through the use of sensors, collect data 
on which decisions are made. Smart devices deal with different types of 
data, some of which can be of privacy sensitive nature. The smart con-
nected home application areas alongside the devices and type of data 
captured by each is summarized in Table 1. 

In Part II of this thesis, we elaborate on the application areas, device 
types, and as well on the collected data types of devices.  
 
2.4.2 Architecture 
 
The technical composition of a smart connected home consists of vari-
ous components that are controlled by different stakeholders each hav-
ing different interests, incentives, and obligations that they need to ad-

Application Area Device Type Collected Data Types 
Energy and resource 
management  

Plug, light bulb,  
shower head water meter 

Location data,  
consumption data 

Entertainment systems Music player, TV, 
audio speaker 

Voice commands,  
features accessed, search queries 

Health and  
wellness 

Blood pressure monitor, 
scale  

Body metrics, social networking 
services related 

Networking and  
utilities 

Gateway/hub,  
wireless signal extender  

Network/connectivity-related 
data, personal preferences 

Human-machine  
interface 

Remote control Battery charge level 

Household appliances 
and kitchen aids 

Vacuum cleaner, oven,  
floor mopper 

Location data,  
operating schedules 

Security and safety Cloud camera, door bell, 
smoke detector 

Contact preferences,  
location data, interaction data  

Sensors CO2 sensors, rain sensor, 
air quality sensor 

Sensor status 
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here to. These components interact with each other exchanging data 
about the state of the home, the environment, and the activities and be-
havior of its residents. A generic smart connected home environment 
consists of the following assets:  

 
• Smart device. These are hardware units, e.g., domestic appliances, 

lights, or sensors, that can sense, actuate, process data, and com-
municate. Three core devices are sensors, actuators, and end-user 
client devices. Sensors detect, monitor, and measure properties of 
objects such as room temperature. Actuators perform actions in the 
physical environment such as switching on or off lights. End-user 
client devices such as smartphones are commonly used by the resi-
dents to interact and manage the smart connected home.   
 

• Gateway. The gateway (hub) is a specialized smart device that col-
lects data from other smart devices and acts as the central point of 
connectivity for end-users to access and manage the home devices 
and to external networks. Gateways can also act as bridges translat-
ing between different communication protocols.  
 

• Cloud. The main task of the cloud is to store data but it is also of-
ten used for computation power, e.g., as is needed for voice pro-
cessing and as well data analytics. Depending on the architecture 
and communication model adopted, some devices, can send sensed 
data directly to the cloud, however this is often facilitated through 
the gateway.  
 

• Service. Software applications that provide the facility to control, 
manage, and operate the smart home system. Services may be avail-
able in smart devices, gateways, and clouds. Cloud services often 
expose APIs (Application Programming Interfaces) for controlling 
devices over HTTP, are often utilized to implement “intelligent” 
logic, and frequently used for interconnectivity, e.g., through mid-
dleman cloud services like IFTTT (If This Then That).  

 
• User. The stakeholder that uses and benefits from the services of-

fered by the smart connected home. Typically, this represents the 
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residents that manage the different smart connected home devices 
and services. 

   
Smart devices use different networking protocols to communicate with 
other smart devices, services, and users. Some of the most commonly 
used wireless standards in the home include: IEEE 802.11 (Wi-Fi), Blue-
tooth Low Energy (BLE), ZigBee, Z-Wave, and Thread [35]. It is com-
mon that standalone smart devices, e.g., smart thermostats such as Nest 
thermostat, connect to the Internet through existing Wi-Fi networks, 
while others, e.g., smart locks, use low energy protocols like Zigbee and 
BLE, and communicate to the Internet through a gateway or bridge [36] 
[37]. 

In centralized architectures smart devices tend to communicate with a 
central gateway and the gateway implements all the decision logic; 
whereas in distributed architectures smart devices communicate with 
each other and decisions are done locally by each node. In reality, it is 
also possible to have hybrid or decentralized architectures combining 
the characteristics of both.  

More details about the composition and architecture of a smart con-
nected home are found in Paper I. 

 
2.4.3 Technical Specifications 
 
Smart home devices differ in terms of their hardware and software ca-
pabilities. At one end, there are constrained devices, such as smart locks	
with limited CPU, memory, battery, etc. Then, we find resourceful or 
high-capacity devices, such as gateways, that are typically powered by 
the main supply [38], [39]. In Table 2, we show some of the capabilities 
of smart devices, in terms of their supported protocols, services, and as 
well their processing and storage capabilities.	

As can be observed the actual specifications vary considerably be-
tween the different devices types. It can be also noted that both the stor-
age capacity and processing power of such devices tends to be relatively 
low compared to that of a traditional computer system.  
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2.5 Security and Privacy Concepts 
 
This section is essentially a primer of computer security. Such back-
ground is needed to understand some of the included publications (in 
particular Paper III and Paper IV) where the focus is inclined towards 
security and privacy.  

 
2.5.1 Information Security Terminology  
 
In this section, we introduce some terminology that will be useful 
throughout this thesis. Here, we rely on RFC 4949 (Internet Security 
Glossary) [40].  
 
• Asset. An asset is essentially anything within an environment that 

has value (to the organization or to its owner) and therefore re-
quires protection. It can include both ICT resources, e.g., smart de-
vices, and non-ICT resources, e.g., activity data.  

 
• Mitigation. A mitigation is an action that reduces or removes a vul-

nerability or protects against a threat. An example of a mitigation 
against poor authentication requirements is that of enforcing two-
factor authentication for users to gain successful access. 
 

Device Type Network  
Protocols 

Services Processing  
Power 

Storage  
Capacity 

Samsung  
SmartThings 
Hub  

Wi-Fi, Zigbee,  
Z-wave,  
Bluetooth,  
Ethernet 

Mobile apps, 
IFTTT 

1 GHz 4 GB 

Amazon  
Echo 

Wi-Fi,  
Bluetooth 

API, IFTTT, 
Web browser, 
mobile apps 

1 GHz 4 GB 

Nest  
Learning  
Thermostat 

Wi-Fi,  
Bluetooth,  
Thread 

API, IFTTT, 
mobile apps 

800 MHz - 

August  
Smart Lock 

Bluetooth IFTTT,  
mobile apps 

32 MHz - 

Table	2.	Specifications	of	smart	home	devices.	
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• Threat. Any potential occurrence that may result in an unwanted 
outcome for a specific asset. In other words, a threat is a possible 
danger that might exploit a vulnerability. An example of a threat is 
that of disclosing health related information of a user. 
 

• Threat Agents. An individual or group of entities that can manifest 
a threat. An example of a threat agent is a hacker.  

 
• Vulnerability. A weakness in an asset, e.g., in its design, implemen-

tation, or operation, that could be exploited to cause loss or dam-
age. An example of a vulnerability is having no password set on a 
smart home device. 
 

• Risk. The likelihood (possibility) that a threat will exploit a vulner-
ability to harm (or lose) an asset. Typically, this is written as a for-
mula: risk = threat · vulnerability. The formula indicates that reduc-
ing either the threat agents or vulnerability directly results in a re-
duction in risks. An example of a risk in a smart home system is the 
chance that a threat agent captures the password of the smart home 
gateway to eavesdrop traffic in the home network.  
 

Figure 2 is a conceptual map showing the relationship among the intro-
duced terms. This is an extension of the diagram produced by Stallings 
et al. [41]. 

 

Figure	2.		Security	concept	map.	
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2.5.2 Security and Privacy Goals 
 
Almost from its inception, the key objectives of computer security have 
been threefold: confidentiality, integrity, and availability — the CIA tri-
ad of security [42]. These embody the fundamental security objectives 
for data and for tangible ICT resources. The purpose of confidentiality 
is to ensure that only authorized individuals can view a piece of (private 
and proprietary) information. Integrity ensures that only authorized in-
dividuals can generate, modify, or delete data. The goal of availability is 
to ensure that the data, or the system itself, is accessible when the au-
thorized user wants it.  

Privacy often overlaps with the field of security but implementing se-
curity does not assure privacy. The concept of privacy (often referred to 
as “data protection” in European policies [43]) is closely related to that 
of confidentiality. This is as it deals with protecting user’s personal in-
formation from unauthorized entities, however the concept of privacy is 
broader than that. A popular definition of privacy is that of Alan Wes-
tin, defining privacy as the “claim of individuals, groups, or institutions 
to determine for themselves when, how, and to what extent information 
about them is communicated to others” [44]. However, there is still no 
general consensus about the definition of the term privacy, it is evolving 
with time, and is influenced by societal and technological advances. For 
instance, with the IoT given the multitude and diversity of available de-
vices asking users to explicitly control and manage all those to achieve 
privacy as implied in Westin’s definition is impractical and may not be 
possible. This is especially as connected devices tend to be continuously 
and automatically collecting and transmitting data commonly without 
involving the users for decision making. 
 
2.5.3 Smart Connected Home Assets  
 
For an ICT or a socio-technical system, assets can be broadly catego-
rized as: hardware, software, data, and communication facilities and 
networks [45]. In the case of smart connected homes, hardware can es-
sentially be any smart home device, e.g., a domestic appliance, software 
represents services, e.g., smartphone application operated by the users, 
data can range from sensor data to human interaction data, and com-
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munication facilities and networks can include dedicated network devic-
es, e.g., routers, and infrastructures, e.g., a cloud data center.  

In meeting the security and privacy goals, we are interested in protect-
ing all the identified assets against risks.  

 
2.5.4 Data, Metadata, and Information 
 
RFC 4949 defines data as “information in a specific physical representa-
tion, usually a sequence of symbols that have meaning; especially a rep-
resentation of information that can be processed or produced by a com-
puter,” and information as “facts and ideas, which can be represented 
(encoded) as various form of data”. Thus, while the terms are related, in 
general information is often seen as data that has been processed into a 
meaningful form [46]. However, both terms are difficult to define in a 
useful way, and are oftentimes used interchangeably in legislation and 
regulations [46].  

Legally, any data that can be linked to a person, directly or indirectly, 
is in general referred to as personal data [46]. Personal data have been 
intensely debated and given attention especially by the recent entry into 
force of the General Data Protection Regulation (GDPR) [47]. The 
GDPR is fundamentally an EU regulation that aims to protect and ex-
pand EU citizens’ right to have their data processed safely and only 
when needed. Personal data in this context can include data that de-
scribes the person’s economic, mental, or physical status. Sensitive per-
sonal data includes data on ethnicity, political opinion, religious beliefs, 
health, and generic and biometric data. Location data and online identi-
fiers are also considered personal data. In a US context, personal data is 
oftentimes referred to as personal identifiable information.  

Metadata is the term used by legislators for data about communica-
tions other than the actual content (text) [46]. In a way, this is data 
about data. Common examples of metadata include: time, date, activity 
duration, IP address, and more [48]. Metadata especially when com-
bined with other data points, can be used to track or profile individuals, 
and when systematically collected and analyzed it can yield insights be-
yond what might reasonably be expected [49].  
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In this work, we use the terms data, metadata, and information inter-
changeably. Specifically, in Paper VI, we identify collected data from 
commercial systems.    
 
2.5.5 Threats, Threat Agents, and Threat Modeling 
 
Smart connected homes combine different types of technologies, devices, 
interfaces, and protocols. These factors add to the creation of numerous 
and different types of security and privacy threats [50]. Some categories 
of such threats include: device tampering, information disclosure, priva-
cy breaches, denial-of-service (DoS), spoofing, elevation of privilege, 
signal injection, ransomware, and side-channel attacks [51], [52], [53], 
[38]. An example of a risk caused by a spoofing threat is that of having 
an intruder eavesdropping network traffic to gain sensitive information 
possibly allowing him to break-in the house at a time when the residents 
are away. Effectively, threats and risks impact the confidentiality, integ-
rity, and availability of a system, and may be aggravating for slow pro-
cessing, limited memory, and less power settings [54]. 

A threat is imposed or created on a specific asset by a threat agent. 
There are essentially, three different classes of threat agents: humans, 
technological, and environmental threat agents [55]. In terms of the 
human threat agent, instances of this can range from hackers to nation 
states, insiders to outsiders, and including those that can cause deliber-
ate and accidental threats. Oftentimes, security literature refers to threat 
agents as anti-users [56].  

To identify threats and threat scenarios for a system different models 
can be used. A threat model is a structured approach that allows a sys-
tematic identification and rating of security related threats that are like-
ly to affect the system under consideration [57]. In general, threat mod-
eling approaches can be categorized into three different groups: system-
centric, asset-centric, and attacker-centric approaches [56] with main 
emphasis being on the system architecture, assets, and threat agents, re-
spectively. Following the attacker-centric approach, to identify threat 
agents different methodologies are available. Examples of these are the 
Threat Agent Risk Assessment (TARA) developed by Intel [58], Veri-
zon’s Lists [59], and the threat assessment methodology developed by 
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Sandia National Laboratories at the Department of Homeland Security 
[60]. 

 In our work, we were mainly interested in the attacker-centric meth-
od (cf. Paper III). This is especially since we noted a research gap in that 
aspect, and furthermore as anti-users arguably represent the most dy-
namic and versatile entity to the smart connected home posing the 
greatest risk to the residents. 
 
2.5.6 Vulnerabilities, Vulnerability Analysis, and Attacks 
 
Many types of threat agents can take advantage of several types of vul-
nerabilities, resulting in a variety of specific threats. Common examples 
of vulnerabilities of ICT resources are an asset becoming: leaky (i.e., 
some or all information of a resource becomes available to unauthorized 
users), corrupted (i.e., doing the wrong thing), and unavailable (i.e., the 
resource is impractical or impossible to reach) [45]. As an example in 
the case of a smart connected home, a threat agent, may attack a smart 
home device, e.g., a connected refrigerator, turning it into a zombie de-
vice (i.e., a compromised device that a remote attacker has hacked to 
forward data, including malware, to other Internet hosts), or as a proxy 
for future communications. One risk with this is that the infected appli-
ance can then be used to conduct a DoS attack rendering the other net-
worked home devices unavailable. 

In order to discover vulnerabilities in a system against potential 
threats, a vulnerability analysis can be performed. For example, in the 
context of access control, vulnerability analysis attempts to identify the 
strengths and weaknesses of the different access control mechanisms 
and the potential of a threat to exploit a weakness (exploiting a weak-
ness is oftentimes referred to as an attack). While threat modeling works 
at a higher abstraction level, vulnerability analysis works at a lower de-
tail-oriented level. Nonetheless, both approaches are needed to under-
stand and properly manage risk.  

Different threat agents use different tools and methods for conducting 
vulnerability analysis and to conduct attacks. These can range from us-
ing specialized security distributions like Kali Linux [61] to online data-
bases and search engines such as Shodan [62] and Censys [63]. Shodan 
– designed by the computer programmer John Matherly in 2009 – is a 
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vulnerability assessment tool [64] that crawls the Internet on a daily ba-
sis looking for Internet-connected devices (e.g., routers, printers, 
webcams) probing for their ports and indexing the retrieved banners 
and metadata. For web servers the banner would be the HTTP headers, 
and the metadata may include the operating system, hostname, geo-
graphic location, and more [65]. Censys has similar goals to that of 
Shodan but it uses different tools and methods to retrieve and document 
IoT devices.  

In our case, given the flexibility, extensive documentation, and intui-
tive interfaces, we rely on Shodan to conduct a vulnerability assessment 
related to smart connected cameras (cf. Paper IV). 
 
  



 

39 
 

3. RESEARCH METHODOLOGY 

“This approach [research methodology] is based on bringing together 
a worldview or assumptions about research, a specific design, and re-
search methods. Decisions about choice of an approach are further 
influenced by the research problem or issue being studied, the per-
sonal experiences of the researcher, and the audience for whom the 
researcher writes.”  
                                           -- John W. Creswell 

 
3.1 Research Approach 
  
There are in general two distinct research approaches: quantitative and 
qualitative. Quantitative approaches assume a positivist (empiricism) 
philosophy; whereas qualitative approaches follow an interpretive (con-
structivism) paradigm. Mixed methods is an alternative research ap-
proach commonly linked to the pragmatic worldview and featuring 
combinations of both qualitative and quantitative strategies [66]. 

Commonly, for answering problems that are typically not yet fully 
understood, not well researched, or still emerging, an exploratory re-
search approach is deemed well-suited [67]. This makes such an ap-
proach applicable for our research objectives, i.e., to help develop a 
thorough understanding of the smart connected home ecosystem includ-
ing its encompassing concepts, risks, and challenges. It is also ideal since 
limited existing theory has been identified possibly due to the rapid de-
velopment of smart home technology interest. Nevertheless, we also 
adopt research strategies that tend to have a confirmatory nature and 
that tend to be associated with the positivist paradigm.  

 
3.2 Research Strategy 
 
A research strategy is the method used to answer the posed research 
questions. Typical research strategies used in information systems and 
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computing research include: survey, design and creation, experiment, 
case study, and action research [68]. 

Surveys try to systematically identify patterns in data so as to general-
ize to a larger population than the group being targeted. Design and 
creation (commonly called design science) focuses on the development 
of new information technology artifacts. Experiments prioritize testing 
hypothesis and investigating cause and effect relationships. Case study 
aims to obtain a detailed insight of one of the instances of a problem. 
Action research prioritizes conducting research in a real-world setting.   

In our thesis, we use survey, design and creation, and case study as 
our research strategies. Specifically, for answering RQ1 multiple sur-
veys, and design and creation are employed. Surveys are done to under-
stand the overall distribution of devices, their technical capabilities, and 
data being collected by them. Design and creation is employed to build 
a taxonomy of devices, and a data model. For RQ2, we rely on litera-
ture survey as a strategy for identifying risks, and a case study focusing 
on smart connected cameras as a popular IoT device type present in 
smart homes. We also employ design and creation for RQ2 to develop a 
threat agent model. For RQ3, we rely on a literature survey to identify 
challenges and key characteristics of mitigations suitable for IoT-based 
homes. Experiment and action research, are not applicable as research 
strategies for answering the posed research questions. However, for fu-
ture work both can be considered as alternatives or as complementary 
methods to support our research.  
 
3.3 Data Generation Methods 
 
A data generation method is the means by which empirical data or evi-
dence is produced. Four examples of data generation methods are inter-
views, observation, questionnaire, and documents [68]. 

In our case, we rely on documents as our data generation method. 
However, when possible, we applied triangulation of data by referring 
to multiple source of evidence to increase reliability and validity of our 
findings. In future, we may also involve other sources in particular in-
terviews for generating primary data. For instance, specific categories of 
users, e.g., smart home developers, householders, and security experts, 
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may be interviewed or surveyed to have an alternative perspective that 
can help further substantiate our findings and enhance validation.  

Multiple document types were investigated in this thesis including: 
books, reports, journals, conferences and workshop proceedings, news-
papers, policies and manuals, and online databases. Books were con-
sulted to gain an initial understanding of smart homes and as a generic 
reference connected to the security and privacy aspects of this thesis. 
Reports, in particular penetration testing reports were used to identify 
real-life vulnerabilities and attacks on IoT devices, and for pinpointing 
statistics and trends pertaining to smart home technologies. Journals, 
conference, and workshop proceedings were used to attain updated the-
ories, emerging concepts, and methods used by researchers working on 
similar domains and research problems. Newspapers were used to find 
updated information about latest smart home products, services, and 
trends. Policies, in particular privacy policies, were used to identify 
smart home data and data collection practices of commercial organiza-
tions. Product manuals were investigated to understand the technical 
composition of actual devices, e.g., in terms of its sensors. Online data-
bases, in particular SmartHomeDB [69], was used as the main reposito-
ry for collecting information about commercial smart home devices. 
SmartHomeDB is a comprehensive and community-supported database 
covering the technical specifications of commercial smart home devices. 

To identify relevant documents for the literature review (specifically 
for Paper I and Paper II that are connected to the state-of-the-art of 
smart homes) various search terms have been used. In particular, the 
terms: ‘smart home’, ‘connected home’, ‘smart home environment’, ‘in-
telligent home’, ‘home automation’, ‘internet of things’, ‘smart living’, 
‘pervasive computing’, ‘ubiquitous computing’, ‘security’, ‘privacy’, 
‘risk’, ‘threat’ were rearranged and combined with Boolean operators 
(in particular ‘AND’ and ‘OR’) to retrieve documents from scientific da-
tabases. These databases included: IEEE Xplore, JSTOR, ScienceDirect, 
ACM Digital Library, GoogleScholar, and SpringerLink. Retrieved doc-
uments were stored, and later reviewed, and analyzed for relevant in-
formation in relation to the research questions. For the rest, i.e., for in-
dustry-related and other non-academic literature, Google was used as 
the main search engine to retrieve those using similar search terms. All 
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the utilized sources including the type of documents cited are identified 
in the actual publications (cf. Part II). 
  
3.4 Data Analysis 
 
There are two main paradigms used for analyzing data: quantitative da-
ta analysis and qualitative data analysis. Quantitative data analysis uses 
mathematical techniques such as statistics to examine and interpret da-
ta. Qualitative data analysis looks for themes and categories typically 
within the words or images people use or create. 

In answering RQ1, we adopt primarily a quantitative data analysis 
approach. For the quantitative data analysis, we utilized two main soft-
ware (statistical) packages: SPSS and R. SPSS was used to compute sta-
tistics about the occurrence of IoT devices in each of the identified func-
tional group, and for calculating the distribution of technical capabili-
ties across each smart home application area. The programming lan-
guage R was used to analyze the privacy policies in terms of their col-
lected data types. For RQ2 and RQ3, we mainly relied on qualitative 
analysis in particular to enumerate the security and privacy threats and 
risk scenarios, severity ranking, and capability levels of different threat 
agents, including state-of-the-art challenges and mitigations. In the fu-
ture, a quantitative analysis approach may be considered especially as a 
method to validate our findings. Alas, at the moment, we observe the 
lack of open IoT databases that can be used for security and privacy re-
search.  

The adopted research strategies, data generation methods, and data 
analysis type for each research question are summarized in Table 3.   

Table	3.	Research	methodology	summary.	

Research Question Research Strategy Data Generation Data Analysis 

RQ1 Design and Creation 
Literature Survey 

Documents Quantitative 

RQ2 Case Study 
Design and Creation 
Literature Survey 

Documents 
 
Documents 

Qualitative 

RQ3 Literature Survey Documents Qualitative 
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Two main techniques were used to analyze data – coding and content 
analysis. Coding refers to assigning tags or labels to annotate units of 
meaning to chunks of collected data, e.g., to words. Content analysis is 
concerned with the semantic analysis of a body of text to uncover dom-
inant concepts. 

In, our thesis, we used coding to detect key smart home functional ar-
eas. Specifically, here open coding was used to uncover and name con-
cepts from within data, and then to group them into higher-level catego-
ries as are used for the taxonomy. This was implemented through a 
combination of hand coding and software. Furthermore, content analy-
sis, specifically conceptual analysis was used in different survey studies 
to examine the presence, frequency, and centrality of concepts, often 
represented as words, e.g., as unigrams or bigrams in the case of privacy 
policies.  
 
3.5 Survey 
 
In our thesis, we conducted different types of surveys for each research 
question. Surveys research can serve different purposes – exploratory, 
description, or explanation [67]. Exploratory surveys are useful for at-
taining familiarity with a certain topic of interest. Description surveys 
focus on finding about the situation, events, attitudes, etc., that are oc-
curring in a population. Explanatory surveys question the relations be-
tween variables. In our work, surveys were used for both exploratory 
purposes, e.g., to uncover challenges and risks in the form of a tradi-
tional literature survey, but also for description purposes, e.g., to de-
scribe the technical capabilities of devices. 

The method for conducting the surveys varied between RQ2 and 
RQ3 versus that of RQ1. Whereas, in RQ2 and RQ3, we conducted a 
traditional literature review by examining documents manually; for 
RQ1, we performed three different technical surveys related to: i) device 
functionality, ii) device capabilities, and iii) device data; primarily lever-
aging web and data mining techniques. 

The purpose of i) was to identify the total number of distinct smart 
home functional areas, including the number of devices (and their per-
centile distribution) for each identified category. Here, a sample size 
(i.e., the number of entities included in the survey) consisting of 1,193 
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smart home devices was used. This number represented the entire da-
taset of smart home devices that were available in the consumer market 
(as of May 2017) as per the utilized data source (SmartHomeDB).  

For ii) the scope was that of identifying the total number of distinct 
technical capabilities (properties) including their overall distribution 
with respect to each of the identified functional area. In this survey, as 
sampling technique cluster sampling was used with the entire dataset 
used in survey i). Cluster sampling in our case refers to the selection on 
the basis of device types which might naturally occur together in groups. 
This was used since we were interested in calculating the capabilities of 
each functional area (one cluster at a time). The functional clusters were 
identified in survey i). To extract the actual capabilities of devices an al-
gorithm was implemented in Python to download, preprocess the doc-
ument, and to transform it into a binary vector with 1 representing a 
device supporting a capability, and 0 otherwise. In essence, the cumula-
tive output was akin to that a term-document matrix, with rows repre-
senting devices, and columns representing capabilities.  

In terms of survey iii), the purpose was to identify the type of data be-
ing collected by smart home devices, alongside the total number of de-
vice types that are associated with each. This survey involved a sample 
size of 87, and was chosen using purposive sampling. Purposive sam-
pling in a non-probabilistic sample technique where the cases are select-
ed as they possess properties of interest. In our case, this reflected devic-
es of distinct types and that feature the most reviews (negative or posi-
tive) by the SmartHomeDB user community.  

 
3.6 Design and Creation 
 
The design and creation strategy aims at developing new artifacts. Types 
of artifacts commonly include constructs, models, methods, and instan-
tiations [68]. Constructs are concepts or vocabulary used in a particular 
IT-related domain. Models combine constructs to abstract or represent 
a situation in such a way that it aids in problem understanding and so-
lution development. Methods provide guidance on the models to be 
produced and process stages to be followed to solve problems using IT. 
Instantiations are essentially prototypes or working systems that 
demonstrate that constructs, models, and methods can be implemented 



 

45 
 

in a computer-based system. In our thesis, we propose two new con-
structs, two models, and a method.  

A new construct in the form of a taxonomy for classifying home de-
vices was put together in relation to RQ1. We believe that this taxono-
my is useful especially for researchers coming from different academic 
disciplines as a common vocabulary representing the functionality and 
capabilities offered by smart connected home devices. Related to this, 
we also introduced the concept of ‘smart connected home’ in essence as 
a term to identify homes that leverage IoT technologies.  

Two new models were proposed for answering RQ1 and RQ2. First, 
for RQ1, a model that categorizes the data collected by a smart con-
nected home was laid out. This also identifies the data sources, and 
whether the user is given a choice in their collection. Secondly, in rela-
tion to RQ2, a model that identifies the motivations and capabilities of 
different malicious threat agents was devised. The model groups the ca-
pability levels of different threat agents at an increasing scale using three 
qualitative labels: “Low”, “Moderate”, and “High”. 

In terms of methods, a new method was proposed in relation to RQ1. 
Specifically, this method combines data mining with manual analysis to 
build a classification of home devices using actual technical specifica-
tions of devices. 
 
3.7 Case Study 
 
A case study is fundamentally an empirical investigation of a contempo-
rary fact or situation within its real-life context [70]. Similar to survey 
research, there are three types of case studies: exploratory, descriptive, 
and explanatory [68].  

In our thesis, we performed a descriptive short-term case study in re-
lation to RQ2. This was done to attain a rich understanding of the vul-
nerabilities posed by real-life instances of smart connected cameras. 
Such devices are popular in smart living spaces, e.g., smart connected 
homes, and are found all across the world. Cameras were especially in-
teresting to study as images/video feeds are often perceived as the most 
privacy invasive technologies [71]. In the case study, risks brought 
about by the introduction of such technologies in homes were discussed, 
including the identification of different mitigations. As a vulnerability 
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identification and assessment tool, Shodan was primarily used together 
with a comprehensive database of security vulnerabilities – Common 
Vulnerabilities and Exposures (CVE) system [72]. Here, we developed a 
proof-of-concept application in Python programming language that in-
terfaced with Shodan API. This was built to efficiently identify the total 
number of smart connected cameras, including metadata being transmit-
ted from them.  

To identify the actual severity (risk) levels of each identified vulnera-
bility the National Vulnerability Database (NVD) was utilized. The 
NVD is a widely used database containing millions of records about 
software vulnerabilities. Furthermore, it ranks vulnerabilities using qual-
itative labels, e.g., “Low”, “Medium”, and “High”. In our case, we 
used the NVD to grade the identified vulnerabilities pertaining to smart 
connected cameras.  
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4. CONTRIBUTIONS 

4.1 Research Question 1 
 
In order to answer RQ1, we developed two main contributions related 
to the classification of devices and data of smart connected homes.  

First, we proposed a taxonomy of smart home devices that categoriz-
es devices according to their functionality as primary qualifier. This 
taxonomy is a first attempt at homogenizing the fragmented and multi-
disciplinary smart home space by utilizing the actual specifications of 
1,193 commercial connected devices. In relation to this, we also derived 
from the data a set of twelve capabilities that can be used to describe 
and compare smart home devices in a generic way. Details about this 
contribution can be found in Paper V. 

Second, we presented a model that groups together smart connected 
home data. This model uses as input our proposed taxonomy of devices, 
categorizing collected data from each functional category in terms of its 
collection mode, collection method, and collection phase. This model is 
a first effort at identifying and categorizing the different data types of an 
entire smart home system using privacy policies as a medium for doing 
so. Establishing the data collected by smart devices raises more aware-
ness about what is at stake if a device is compromised, and serves as a 
foundation for building more theoretical research especially in connec-
tion to privacy management and as a first step for quantifying privacy 
risks. Details about this contribution can be found in Paper VI. 

 
4.2 Research Question 2 
 
In order to answer RQ2, we proposed two main contributions related to 
the identification and assessment of vulnerabilities and risks posed by 
smart connected home devices. 

First, we developed a new threat model for the smart connected 
home. This model identifies different malicious intruders, risks, and typ-
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ical compromise methods used by each threat agent. Identifying the ma-
licious threat agents, including their motivations and capabilities, gives 
the smart home researchers and developers an alternative approach to 
reason about risk exposure, discoursing about threats, and as a stepping 
stone for building effective protection strategies, e.g., in terms of mone-
tary costs, for smart connected homes. Details about this contribution 
can be found in Paper III. 

Second, in order to better assess actual risks with smart connected 
home devices, we investigated the existing global vulnerability state of 
Internet-connected smart cameras around the world using free tools. 
Smart connected cameras are increasingly being targeted by different 
threat agents. Specifically, we discovered first-hand the kind of data 
(metadata) that is publicly accessible from networked cameras, and dis-
cussed whether the discovered data can cause security and privacy risks 
to the residents but also to other connected entities. In this investigative 
study, in line with the existing work, we realized how aggravating the 
current situation is, especially given the course-grained data, including 
personal data, that were obtained remotely and with minimal technical 
skills. Details about this contribution can be found in Paper IV. 
 
4.3 Research Question 3 
 
In order to answer RQ3, we identified the smart connected home char-
acteristics and state-of-the-art challenges and some mitigations related 
to meeting security and privacy requirements.  

In particular, we described the attributes of different type of smart 
home setups, including their architecture, operation, stakeholders, and 
data being captured by the different application areas. Furthermore, we 
identified challenges that adversely affect the design of more generic 
smart home solutions. In particular, we identified interoperability, secu-
rity and privacy, reliability, and usability, as the overarching factors that 
need priority attention from the smart home developers and researchers 
especially in order to create more resilient security components. More 
details about this contribution can be found in Paper I. 

With regards to the security and privacy challenges we identified 
characteristics at each architecture layer of the smart connected home 
that render the design of effective security mechanisms – including tradi-
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tional ICT mitigations – particularly challenging to implement or port 
to smart homes without considerable modification. Additionally, we 
identified different state-of-the-art mitigations from both academia and 
industry. However, such approaches all leave behind residual risk(s) 
raising the need for better end-to-end solutions. More details about this 
contribution can be found in Paper II and as well in Paper IV which 
proposes mitigations for both the residents and security vendors related 
to smart connected cameras. 
 
4.4 Paper Overview 
 
The dissertation is based on six publications in peer-reviewed confer-
ences, workshops, and a book chapter. In Figure 3, we depict the rela-
tionship between the different papers. 

Paper I and Paper II contribute towards the identification of key 
characteristics and challenges brought about by the introduction of 

Figure	3.	Relationship	between	the	different	papers,	including	their	underlying	re-
search	area	and	 contributions.	Paper	 II,	 Paper	 IV,	 and	Paper	VI	use	as	 input	 the	
items	(represented	as	text	located	to	the	right	of	each	corresponding	arrow)	pro-
duced	by	their	respective	related	paper.	 
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smart connected home technologies. Paper III and Paper IV contribute 
towards the identification and assessment of vulnerabilities, risks, and 
mitigations. Paper V and Paper VI are quantitative studies that describe 
the assets of a smart connected home, with focus on the devices and da-
ta. 

Overall, our main contributions to the research community are dis-
cussed in more detail in Part II of this thesis.  
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5. DISCUSSION 

Homes are a vital structure in our everyday lives. They offer us physical 
comfort and safety, and a sense of stability and belonging, and are con-
sidered a building block for smart cities. In recent years, the traditional 
brick-and-mortar home has been transformed to a full-fledged IoT-
based home – essentially an Internet-connected system that is capable 
of supporting advanced human-to-machine and machine-to-machine 
interactions – offering different services allowing for home automation 
and beyond that. Home owners may now choose from a range of IoT 
devices that make many aspects of a home “smart” – ranging from 
smart plugs, smart thermostats, and smart locks. Concurrently, as we 
discussed in this thesis, these devices are highly vulnerable to security 
and privacy risks including being subject to surveillance attacks by 
companies and sometimes governmental agencies, e.g., to assist in court 
cases and forensic investigations [73] [74] [75]. 

From our findings in Paper IV we discovered first-hand a plethora 
(more than half a million) of smart connected cameras broadcasting 
rich data ranging from port numbers, default passwords, pic-
tures/videos, and so on. The risk of exploiting some of the discovered 
vulnerabilities could allow complete compromise of security and priva-
cy. While intuitively, one may assume that the risk is only local affect-
ing solely the target household, compromising a multitude of these or 
other IoT devices may cause havoc and inflict damage possibly on a 
global level. Indeed, Mirai botnet [76] incident in October 2016 used 
IoT devices, such as IP webcams, to cause the largest Distributed Deni-
al-of-Service attack ever reported with an unprecedented strength of 1.2 
terabits per second. This is especially worrying as most of the discov-
ered devices have been noted to be unhardened, e.g., not updated with 
the latest security updates. This makes them an easy target for different 
malicious threat agents from those with the lowest skills to the most 
capable ones (cf. Paper III). 

As a step to better understand the largely fragmented smart connect-
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ed home domain we inspected the specification of 1,193 devices in an 
attempt to organize them in a systematic manner (cf. Paper V). Here, in 
line with the existing literature, we observed the huge heterogeneity of 
devices present in the home domain. Devices ranged from those that are 
intended for the provisioning of ‘security and safety’, e.g., cloud camer-
as that are typically stationary and serve a single-purpose, to devices 
such as those that are part of the ‘human-machine interface’, e.g., voice 
command devices, that tend to be mobile and may serve a generic pur-
pose. These different factors complicate risk analysis posing different 
challenges especially when it comes to estimating the actual risk a de-
vice carries and in identifying appropriate, possibly more generic con-
trols. In assisting with this, we derived from the data a set of generic 
and distinct capabilities that can be used to describe and compare the 
different devices. Understanding the capabilities is key to recognize dis-
tinct channels over which data can be collected and disseminated to 
various stakeholders, and thereby is critical for discoursing about pri-
vacy implications. Here, across the board, we noted first-hand that the 
majority of the devices tend to use the cloud architecture (66.2%) and 
support remote access (65.5%) and management typically through a 
smartphone application (69.6%). This finding is indicative that data 
has major potential to be transferred out of the home to external enti-
ties (and potentially stored indefinitely for future use), and thus with 
priority attention effort is needed especially to secure outgoing infor-
mation flows since they may contain instances of personal data of the 
residents.  

Smart home devices tend to be continuously monitoring and collect-
ing data about the occupants and their surrounding environment. Some 
of the data (cf. Paper VI) are voluntarily provided by the residents, 
while other data are captured automatically by the devices typically 
through embedded sensor technology. In some instances, end-users 
cannot (easily) opt-out from having their data collected. In fact, consent 
over the collection or use of user data is often buried inside privacy pol-
icies, and is commonly accepted silently and unknowingly by users. But 
even if a user decides not to provide the requested data this sometimes 
hinders the services provided by the underlying smart home device. In-
deed, after GDPR has been put into effect it has been reported repeat-
edly that some smart devices have suddenly stopped working apparent-
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ly as personal data were ceased from being collected [77]. Our study 
indicates, that all surveyed manufacturers collect instances of personal 
data. Sometimes, this may be as sensitive as physiological data. While 
intuitively one may think that this data is only common in the ‘health 
and wellness’ domain of the smart home, it is also being used in other 
domains example to provide enhanced entertainment, e.g., in the case 
of smart TVs. This makes us reflect first about data ownership especial-
ly in the case of sensor data where the data might not be personally 
identifiable, as are for instance account data that are directly attributa-
ble to users. Secondly, it makes us think about the amount of data an 
organization may have obtained about the occupants especially when 
combining and comparing the fine-grained and continuous data cap-
tured by a smart device versus that gathered through traditional means, 
e.g., by a website. On the positive side, the acquired data, can contrib-
ute to the “smartness” of devices and likewise can help the companies 
improve their business operations e.g., in the case of smart meters for 
real-time dynamic pricing, demand forecasting, and power grid opera-
tions [78]. Nonetheless, the gathered data, can become a goldmine for 
hackers or companies, including Internet Service Providers, that want 
to target specific users or their social environment, e.g., with custom-
ized advertisements [79]. At the moment, the residents have no effective 
controls to identify who has access to the data generated, how their 
personal data are being used, and are not given the tools to delete col-
lected data. 

Traditional security measures that are used to safeguard security and 
privacy threats in a typical ICT environment are difficult to port to the 
smart connected home without considerable modifications. In fact, we 
have discussed several impediments present at different architecture 
layers of the smart home, e.g., resource constraints, that make the de-
sign of truly effective solutions particularly challenging to implement 
(cf. Paper I and Paper II). There are also other concerns, in particular, 
multi-tenancy, that was not identified in the surveyed literature but also 
complicates the design of generic smart home security solutions. Fur-
thermore, beyond the technical challenges, there are many startups and 
companies operating in the smart home domain that lack the security 
expertise and resources needed to instill security and privacy at the ear-
ly stages of their software design lifecycle. This situation inevitably re-
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sults in insecure products being released to the market and bares the 
risk of vendor lock-in for consumers. In the long-term, we argue that 
regulation, legislation, and product liability are essential ingredients for 
improving the current state of security of the largely messy and un-
standardized smart home. At the same time, we believe that adding se-
curity and privacy adds to increased costs and thus making the smart 
home inaccessible to some users. Thereby, we believe that finding the 
right balance between extra costs and improved security and privacy is 
an exercise that must be carefully thought through and justified well to 
consumers. 
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6. CONCLUSIONS AND FUTURE WORK 

6.1 Conclusions 
 
The demand for smart home technology has increased substantially dur-
ing recent years. This has attracted different commercial organizations 
to enter the smart home market offering a multitude of heterogeneous 
IoT devices. Alongside, the various benefits and convenience factors 
smart home technologies offer, the domain is advancing rapidly making 
it increasingly challenging to gain a deeper understanding of the smart 
home. Such understanding is core to build more robust, resilient, secure, 
and privacy-preserving smart home systems. 

Nonetheless, in connection to this we identified multiple research 
gaps around two areas. First, when it comes to describing the technical 
composition of a generic IoT-based smart connected home setup espe-
cially in terms of its actual devices and data. Second, in identifying 
threat agents, security and privacy risks, and mitigations that can bol-
ster the security and privacy of the smart home residents. 

For the first area, we noted that most of the available scholarly work 
assumes a specific type of smart home, e.g., energy-based smart home, 
focuses on certain categories of devices, e.g., constrained devices, and 
does not look into the commercial reality of smart home manufacturers, 
e.g., when it comes to data collection practices. To different extents, this 
limits the applicability and reusability of existing work when it comes to 
modelling real-life scenarios. In filling this gap, we provided a generic 
description of the smart connected home ecosystem in terms of its un-
derlying technologies, architectures, and offered services; presented a 
taxonomy and quantitative analysis of smart connected home devices 
based on the actual specification of commercial devices; and conducted 
an analysis and classification of data collected by smart connected 
homes using actual policies issued from smart home manufacturers.  

For the second area, we observed especially the lack of threat agent 
methodologies that cater for IoT environments such as the smart con-
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nected home, the shortage of studies that elaborate on the technical and 
social challenges, and as well mitigations intended for the smart home 
environment. In filling this gap, we developed a new threat agent model 
for the smart connected home; identified through surveying the litera-
ture state-of-the-art security and privacy challenges; investigated actual 
vulnerabilities by conducting a case study using a proof-of-concept 
software application; and presented  mitigations at different architecture 
levels in smart connected homes.  

Overall, our contributions, in terms of new concepts, models, and 
methods, together with the attained insights of the smart connected 
home, lay the groundwork for conducting deeper studies into security 
and privacy of the smart connected home. 

 
6.2 Future Work 

 
Looking towards the future, there are several avenues that are interest-
ing to pursue. In particular, we seek to develop contributions related to 
some of the areas below: 
 
User controllable privacy artifact. An interesting idea that can be ex-
plored, perhaps through action research, is the design of a privacy 
“knob” artifact (akin to a light dimmer) that allows the residents the 
option to tune their desired level of privacy accordingly. Example by 
turning the control clockwise the smart home system could start disa-
bling or limiting the transmission of certain categories of data, and vice 
versa. In practice, this can be implemented as a software control on an 
smartphone device, or otherwise as a dedicated hardware device. 
Through this control privacy can then be adjusted to tradeoff, possibly 
automatically, the loss of privacy that comes with sharing data to third 
parties with the benefit offered by the service that comes from sharing 
the data.  
 
Proactive network security approach. The idea is to devise an approach 
that automatically minimizes the risk of security attacks occurring with-
in smart home systems. An effective way of doing so is to develop a 
network layer solution, working similar to an intrusion detection system 
used in a traditional ICT environment, that complements existing secu-
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rity mechanisms already deployed at the device or service side. This so-
lution can be designed to probe the local network in real-time looking 
for suspicious activity and simultaneously blocking attacks targeting 
smart home devices. At a pragmatic level, concepts borrowed from 
Software-Defined Networking can be explored as a means to filter out 
network traffic in a flexible manner. Furthermore, machine learning can 
be leveraged as a method to classify traffic and to dynamically detect 
unknown attacks. 
 
Smart connected home formal model. As a natural progression of this 
thesis, we plan to capture the description and behavior of a generic 
smart connected home including the data it deals with in a formal mod-
el. While there is considerable research activity on IoT, such efforts fall 
short of providing a fundamental formal model that captures the com-
putational and communication properties of a smart connected home 
system including any information exchanges. Such a model can serve as 
the basis for the development of robust and provably correct privacy 
implementations. 
 
Privacy risk assessment method. Risk assessment in the smart connected 
home is especially complicated because of the heterogeneity of devices, 
and due to varying perception of risk by different users. Given this, it 
would be beneficial to develop a method that can be used to augment 
the description of devices with information about data being collected 
by them, showing the purpose of such collection, and as well whether 
that data are being divulged to third parties. Ideally, this method, 
should also make it possible to enlist common threat scenarios and cal-
culate risk levels posed by different devices, including when they are 
connected to cloud services over the Internet. In a sense, the develop-
ment of this method may help the users make conscious choices about 
using or interconnecting certain smart devices to meet their goals.    
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